L7 GetResponse

DATA PROCESSING AGREEMENT

COIMALWIEHWE Ob OBPABOTKE OAHHbIX

(,DATA PROCESSING AGREEMENT”)

(«<COTMALUEHVUE OB OEPABOTKE
OAHHbIX»)

This Data Processing Agreement constitutes an
integral part of the GetResponse Max Services
Agreement between Limited liability company
“GetResponse RUS”, registered and operating

Hactosiwee CornaweHne o6 o6paboTke AaHHbIX
SIBNSIETCS COCTaBHOW 4acTbio AOrosopa mexay
000 «l'eTPecnoH3 PYCy», 3apermctpMpoBaHHbIM
N OCYLLECTBMSIOWMM CBOK OesTeNbHOCTb, B

under the laws of the Russian Federation, | cooTBEeTCTBUMK o] 3aKoHOOaTeNbCTBOM

business location address: 123610, Moscow, | Poccurickon degepauumn, ¢ MECTOHAXOXOEHNEM

Russia, Krasnopresnenskaya emb., 12, entrance | no agpecy: 123610, Mocksa, Po,

3, floor 15, office 1505, hereinafter: | KpacHonpecHeHckass HabepexHad, gom 12,

,GetResponse”, and the Customer. nopa.3, 3T.15, odhuc 1505 (nanee -
«"eTPecnoH3») n KnveHTtom.

The Customer and GetResponse are hereinafter | [lanee KnneHt un [eTPecnoH3 coBmecTHO

also jointly referred to as ,Parties” and each
separately as a ,Party”.

UMeHyloTc «CTOPOHBLI», a Mo OTAENbHOCTU —
«CTopoHay.

Whereas: Mockonbky:

1. The service provided by GetResponse to | 1. Ycnyra, npegoctasnsemas [eTPecnoH3
the  Customer (,Service”) may require | KnmeHty (ganee —  «Ycnyra»)  MOXeT
GetResponse to process Personal Data (as | notpeboBatb oT [eTPecnoHs  ob6paboTkm

defined below), the Parties wish to ensure that the
Personal Data processing is in conformity with the
applicable laws, in particular with Regulation (EU)
2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of
natural persons with regard to the processing of
personal data and on the free movement of such
data, and repealing Directive 95/46/EC (“GDPR”)
and with other applicable personal data protection
laws;

lMepcoHanbHbIX AaHHLIX (kak 3TO OydeT onmMcaHo
Hwke), CTOPOHbI UMEOT HamepeHne obecneynTb
TOT @akT, 4to [lepcoHanbHble AaHHble OyayT
obpabaTbiBaThCH B COOTBETCTBUU c
NPYMEHMMbIM 3aKOHOOATENbCTBOM, B HYACTHOCTH,
PernameHTom 2016/679 EBponerickoro
Mapnamenta n Coseta EC ot 27 anpens 2016 o
3awmte dusmyeckux nuy  npu  obpaboTke
nepcoHanbHbIX daHHbIX W O cBOOOAHOM
obpaleHnn Takmx [OaHHbIX, U aHHYIUPYOLWMM
Ounpektny 95/46/EC (panee — «GDPR») un
APYTMM  MPUMEHUMbl  3aKOHOAATENbCTBOM B
OTHOLLUEHMM 3aLLMTbI NePCOHarnbHbIX AaHHbIX.

2. The Customer is the controller of the
personal data processed in the course of using the
Service (“Personal Data”) or acts as a processor,
based on an authorization granted by the Personal
Data controller and on behalf of the controller. The
detailed scope of Personal Data and the
categories of data subjects are defined in Annex
1

2. B pamkax nonb3oBaHusa Ycnyron KnveHT
BbICTyNnaeT KOHTpOmNepom nepcoHarnbHbIX
OaHHbIX (ganee — «lMepcoHanbHble AaHHbIEY)
UM BbICTYNaeT B KayecTBe orneparopa, Ha
OCHOBaHWW  MOMHOMOYUIA,  MPefoCTaBIIEHHbIX
KOHTponnepoMm  [lepcoHarnbHbIX  OaHHbIX W”
OEeNCTBYET OT MMeHU KoHTpornnepa. [oapobHbiv
nepeyeHb lNepcoHanbHbIX AaHHbIX U KaTeropuu

cybbekToB OaHHbIX npeacTaBneHsbl B
MpunoxeHun Ne1;
3. The Customer and GetResponse entered | 3. KnveHt wn TeTPecnoH3  3aknioyarT
into a GetResponse Service Agreement | [loroBop 06 okasaHuu ycnyr 'eTPecnoHs (aanee

(“Agreement”), with this Data Processing
Agreement constituting an integral part thereof.

— «foroBop») Hapsagy c¢ CornaweHuem 06
o6paboTke JaHHbIX, ABMAOLLNMCSH ero
HEOTbEMIEMOWN YaCTbHO.

The Parties have decided as follows:

CTOpOHbI [OrOBOPUITMCH O HUXKECTeAYILEM:
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8§ 1 SUBJECT MATTER OF THE DATA

§ 1 NPEOMET COIMALUEHUA OB

PROCESSING AGREEMENT OBPABOTKE OJAHHbIX
1. Pursuant to Article 28(3) of the GDPR, the | 1. B cootBetctBMM co Cratben 28(3)
Customer engages GetResponse in processing of | GDRP, KnneHT npuBnekaer [eTPecnoH3 «
the Personal Data and GetResponse hereby | o6paboTke NepcoHanbHbIX JaHHbIX, "

accepts the processing.

FeTPecnoH3 HacTosWwMM npuHMMaeT Ha cebs
Takyto 06paboTky.

2. GetResponse shall process the Personal
Data: (i) in accordance with applicable laws and
the Data Processing Agreement, (ii) exclusively for
the purpose of providing the Service to the
Customer by GetResponse, (iii) to the extent
defined in Annex 1 and (iv) in the period from the
commencement of Service provision to Data

2. eTPecnoHs obpabatbiBaeT
lMepcoHanbHble AaHHble: (i) B COOTBETCTBUU C
NPUMEHNMbIM 3aKoHOOATENbCTBOM "
CornaweHnem 06 obpabotke gaHHbIX; (i)
UCKMOYMTENBHO B Lensx npegocTtaBrneHns
letPecnoH3 Ycnyrn Knwuenty; (iii) B npegenax,
onpegerneHHblx B MNpunoxenun 1; (iv) B nepmog ¢

Processing Agreement termination, subject to | gatel Havana okasaHuss Ycnyrm go  gatbl
87(2) hereof. npekpaweHna CornaweHna o6 obpaboTke
OaHHbIX, B COOTBETCTBUM C naparpadom 7(2)
HacToawero CornaweHnss 06  obpaboTke
OaHHbIX.
3. The role of GetResponse shall be limited | 3. Ponb  TetPecnoHs  gomkHa  ObiTb
to providing the Customer with the Service tools to | orpaHnyeHa npegocTaBneHnemM KnneHty
be used for the purpose of Personal Data | BcnomoratenbHbiX  MPOrpaMMHbIX  CPeAcT.,
processing. GetResponse does not have any | cBsi3aHHbIX C YCnyron, Ans WCMNONb30OBaHUA B
impact on the scope of the Personal Data | uensx o6pabotku [lepCcoHanbHbIX AaHHbIX.
processed by the Customer in the Service, except | FeTPecnoH3 He oka3biBaeT HUKAKOro BIANSHUS Ha
for specifying the minimum scope of the Personal | o6bem MepcoHanbHbIX OaHHbIX,

Data required for the proper use of the Service,
GetResponse does not determine the purposes
and means of processing, does not monitor the
scope of these data or the lawfulness of the basis
for their processing, nor does it check if the
Customer processes them correctly.

obpabatbiBaembix KnneHtom B pamkax Ycnyru,
33 WCKMIOYEHWEM  YyKasaHWsi  MWHMMANbHOMO
obbema [lepcoHanbHbIX AaHHbIX, Tpebyemblx
ONs  Hagnexawero nonb3oBaHus  Ycnyrom.
FeTPecnoH3 He onpegensieT uLenu U cnocobbl
00paboTKkn, He KOHTpONMpyeT obObeM Takmx
OaHHbIX UMM NpaBOMEpPHOCTb UX obpaboTku, a
Takke He npoBepsieT, obpabaTtbiBaeT Nu KnueHt
AaHHble AOMKHbIM 06pa3oMm.

§2 REPRESENTATIONS OF THE CUSTOMER

§2 3ABEPEHUA KITMEHTA

1. The Customer hereby represents that he
has obtained and that he processes Personal
Data in accordance with applicable laws, including
GDPR. The Customer confirms in particular that
he has: (i) obtained and holds the legally required
direct marketing consents, including consents to
send commercial information by e-mail or
telephone and to use telecommunications terminal
equipment and automated phone call systems for
direct marketing purposes - if the Customer
carries out such activities, (ii) informed the data
subjects about the processing of the data to the
extent and in a manner required under the GDPR,
(i) has the right to process Personal Data and
engage GetResponse for carrying out processing
activities to the extent and for the purpose defined

1. KnneHT HacTosLWMM 3aBepsieT, 4YTO OH
nony4un " ocyliecTBnseT obpaboTky
[MepcoHanbHbIX AaHHbLIX, B COOTBETCTBUU C
NPMMEHMMbIM  3aKOHOAATEeNbCTBOM,  BKIOYas
GDPR. KnueHT noatesepxaaet, B 4aCTOTHOCTH,
4yTo OH: (i) monyuMn M mMmeeT HeobxogouMmble C
NMpaBOBON TOYKM 3pEHMSA MpsIMble cornacus B
OTHOLUEHMN  MApPKETUHIOBOW  OEATENbHOCTMH,
BKIIOYAsi COrfacus Ha OTMpaBKy KOMMEPYeCKOoW
MHbopMaLUn NOCPEACTBOM 3NEKTPOHHON MOYThI

nnn TeJ'IerOHa, n ncnosrnb3oBaHne
TENTEKOMMYHUKaLUMNOHHbIX TepMMHanoB n
aBTOMATU3NPOBAHHbIX CUCTEM TeJ'IerOHHbIX

3BOHKOB 1151 MPSAMbIX MApPKETUHIOBBIX Lenen — B
cnydae, ecnu KnnveHT OCyLLeCTBNSAET Takylo
0eATenbHOCTb; (i) nponHcopMmpoBan
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in Annex 1 hereto. Notwithstanding the foregoing,
if the Customer is not the Personal Data controller,
it confirms that he has received the permission of
the respective controller as required under the
GDPR to engage GetResponse for carrying out
processing for the purpose and to the extent in
question.

CcybbekToB AaHHbIX 06 00paboTKe AaHHbIX B
nopsiake, NPegyCMOTPEHHOM B COOTBETCTBUU C
GDRP; (i) wvmeer npaBo Ha 06paboTky
MepcoHanbHbIX  AaHHLIX W NpUBIEYeHne
eTPecnoH3 gns ocyuiecTBneHuss obpaboTtku B
npegenax u B Lensax, ykasaHHbix B [punnoxeHun
1 k Hactosiwemy CornaweHnto o6 obpaboTke
OaHHbIX. HeB3npas Ha Bblllecka3aHHoe, KnueHT
He ¢BNSETCs KOHTposrnepom [lepcoHanbHbIX
OaHHbIX, OH TMOATBEPXAAET, YTO MOMyYUn
paspeLueHne oT COOTBETCTBYHOLLIErO
KOHTponmnepa, B COOTBETCTBMM C TpeboBaHMUsSMU
GDRP, pgna npusnedennss [eTtPecnoHs «
06paboTke JAaHHbIX B YyKasaHHbIX Lenax wu
npegenax.

2. The Customer hereby confirms that the
technical and organizational measures
implemented by GetResponse and defined in
Annex 2 are suitable and sufficient for the
protection of the rights of data subjects, and the
Customer considers GetResponse to be providing
sufficient guarantees in this respect.

2. KnneHT HacTodwMm noaTBepXaaeT, yTo
TEXHUYECKMe W OpraHu3aunoHHble CpeacTBa,
BHegpeHHble [eTPecnoH3 w©n onucaHHble B
MpunoxeHnn 2, 49BRASAOTCA NOAXOOAWMMW 1
OOCTaTOYHbIMM  ANA  3awnTbl npaB cybbekToB
JaHHbIX, U 4yTo KnneHt cumtaet [eTPecnoHs3
npeocTaBMBLLUMM  OOCTATOYHble rapaHTum B
3TOM OTHOLLEHUMN.

3. Notwithstanding the  foregoing, the
Customer shall use the Service in a safe manner
and in accordance with the law, which includes
properly securing the Customer's account
authentication data, ensuring the security of the
Personal Data while providing them for the
purpose of the Service, taking suitable actions to
ensure secure encryption or creation of internal
backup of the Personal Data entrusted to
GetResponse and ensuring protection against
unauthorized access. The Customer hereby
acknowledges and accepts that in connection with
the Service GetResponse uses cookies and other
similar technologies to track user activity. The
Customer undertakes to apply appropriate notices,
obtain  appropriate  consents and have
mechanisms for their withdrawal (opt-in and opt-
out) required by law to enable GetResponse to
use these technologies lawfully and collect data
from the Contacts’ devices in accordance with
Cookie Policy available at
https://www.getresponse.com/legal/cookie-
policy.html and in a manner describer therein.

3. HeB3npass Ha BbllleckaszaHHoe, KnueHT
006s3yeTcs ncnosnb3oBaTb Ycnyry 6es3onacHbiM
crnocobom M B COOTBETCTBUW C 3AKOHOM, YTO
BKIloMaeT B cebs gomkHoe obecnedveHue
06e3onacHOCTM  MOEHTUMMUKALNOHHBIX  OaHHbIX
akkayHTa KnneHTa, obecneyeHne COXPaHHOCTU
nepCOHaJ'IbeIX OaHHbIX Npu npegoctaBneHnn nx

B Uendx okasaHus YCnyr, OcCyLleCTBreHne
HeoOXxoOAuMbIX OencTBur AOns  obecnedyeHus
HaOeXHoro LwncpoBaHns " co3gaHus

BHYTPEHHUX pe3epBHbIX Konui [lepcoHanbHbIX

JaHHbIX, nepegaBaemMbIX MeTPecnon3 "
obecneyeHune 3aLlnTbl oT
HEeCaHKLNOHNPOBaAHHOIO aocTtyna. Knnent

HaCTOSILLMM NPU3HAET U NPUHUMAET, YTO B CBA3N
¢ Ycnyron letPecnoH3 ucnonb3yeT cookies u
apyrue nogoGHble TexXHonornm ans
OTCMEXMBaAHWS  aKTMBHOCTM  MNoMb3oBaTens.
KnneHT npuHumaeT Ha cebs 006s3aTenbCcTBO
pacnpocTpaHaTb HeoOXOoAMMble yBeOOMIIEHMS,
nonyyaTb  COOTBETCTBYWOLLME  coOrnacuss
obnagate MexaHu3mMamu MNofy4vyeHusi OTkasa oT
HuXx (cormacme u oOTKa3), HeobxoAuMbIMW B
COOTBETCTBMM C 3aKOHOM, ANs NpefocTaBeHus
FeTPecnoH3 BO3MOXHOCTM MCMONb30BaTb Takue
TEXHONMOTMM  Ha  3aKOHHbIX  OCHOBAaHUSX U
cobvpatb AgaHHble ¢ ycTponctB KoHTakToB, B
cootBeTcTBMM C [lonuTukoM B  OTHOLUEHUM
cookies
https://www.getresponse.com/legal/cookie-
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policy.html n Takum o6pasom, KOTOpLIA B Hen
onuncaH.

4, The Customer shall inform GetResponse
without undue delay about any inspection
performed by any data protection authorities that
is connected with the processing of the Personal
Data entrusted to GetResponse and about any
notice such an authority requesting explanations
regarding the same.

4, KnmeHT 06sa3yeTcs He3aMeanuternbHO
nponHdopmnposaTe [eTPecnoHs o nobon
NnpoBepKe,  OCYLLUECTBSIEMOW  OpraHoMm Mo
3aluTe AaHHbIX, KOTopas cBsidaHa ¢ 0bpaboTkon
MepcoHanbHbIX  OaHHbIX, MPeaoCTaBMsEMbIX
["eTPecnons, " nobbIX yBEAOMSIEHUSIX,
nofy4aemMbix OT TaKOro opraHa u TpeodyoLwmx
COOTBETCTBYHOLMNX OO BACHEHUN.

§3 THE CUSTOMER’S INSTRUCTIONS

§3 MHCTPYKUUU KITUEHTA

1. GetResponse shall process the Personal
Data exclusively in line with the instructions from
the Customer, unless the European Union or
Member State law requires otherwise. In the latter
case, 84(6)(a) hereof shall apply.

1. FeTPecnoHs obpabarbiBaeT
MepcoHanbHble [OaHHble WUCKNHYUTENBbHO B
COOTBETCTBMM C WHCTPYKUUSIMK, MNONYyYEHHbIMU
oT KnueHTa, 3a uCKMYeHMeM cnyyaes, Korga
3akoHogaTtenbcTBO EBponenckoro Coeta wunu
[ocypapcTB-y4acTHUMKOB He TpebyeTr uHoro. B
rnocnegHeM cny4yae npuMeHsieTcs naparpad
4(6)(a) HacToswero Cornawexna o6 obpaboTke
OaHHbIX.

2. The Customer’s instructions are given in
the Data Processing Agreement and the
Agreement or can be given and performed
through  the  functionalities  provided by
GetResponse in the Service. The Customer shall

2. WHcTpykumn KnueHTta npeacTtaBneHbl B
CornaweHnm 06 obpaboTke AaHHbIX 1 [loroBope
unn  MoryT ObiTb  [AaHbl U UCMOMHEHbI

nocpeacTBoM (PYHKUMOHAmMNbHbLIX BO3MOXHOCTEN,
npepoctaeneHHolx [eTPecnoHs B  Ycnyre.

make sure that any instructions given to | KnMeHT pormkeH y[ooCTOBEPUTLCS, YTO JtoOble

GetResponse are in conformity with applicable | nHcTpykumn, npepoctaBngemble [eTPecnoHs,

data protection laws. COOTBETCTBYIOT NPUMEHUMOMY
3aKoHoAaTenbCTBY B OTHOLWIEHUW  3alMThl
OaHHbIX.

3. Any further instructions that go beyond the | 3. Jllobble  nocnegylowme  UHCTPYKUMMK,

instructions defined in 83(2) above must pertain to
the subject matter of the Data Processing
Agreement or the subject matter of the
Agreement. If executing further instructions results
in costs for GetResponse, GetResponse shall
inform the Customer about such costs, explaining
the amounts of the costs, before executing the
instruction. Only upon the Customer’s confirmation
of bearing these costs and their payment is
GetResponse obliged to execute further
instruction, provided that technical and
organisational measures allow it. The Customer
shall give further instructions in writing, unless
urgency or other special circumstances justify
giving instructions through electronic means of
communication. Instructions in any form other than
in writing should be subsequently properly
documented without undue delay.

KOTOpble BbIXOOAT 3a npeferbl onpeaeneHHbIX B
naparpage 3(2) Bbiwe, [OMKHbI KacaTbCA
npeameta CornaweHus o6 o6paboTke AaHHbIX
unn npegmeta [orosopa. Ecnu ucnonHeHue
AanbHenwWnX UHCTPYKUMI npuBedeT K 3atpatam
€O cTopoHbl "'eTPecnoHs, N'eTPecnoHs3 obs3yeTcsa
nponHdgopmMmmpoBaTb KnneHta o Takux 3atpaTtax,
C onucaHMemM CyMM pacxodoB A0 WUCMOMHEeHWUs
COOTBETCTBYIOLLLEN WHCTPYKUUKU. Tonbko nocne
nony4yeHns cornacus co CTopoHbl KnveHta Ha
TakMe pacxodabl M ux onnatel [eTPecnoHs
0653yeTca UCNOMNHATL AanbHENLUNE MHCTPYKLNN,
npu yCnosuu, 41O TEXHU4YecKne "
OpraHM3auUMOHHbIE  Mepbl  3TO  MO3BOMSAIOT.
KnneHT 0bs3yeTca NpefocTaBnAaTb JanbHenme
WHCTPYKLMM B NUCbMEHHOM  Buae, 3a
NCKMNIOYEHNEM cryyaes, Korga  KpanHss
HeoOXOOMMOCTb  WNW  UHbIe  creuuanbHble
obcTosATENLCTBA ONPaBAbIBAOT NPpeaocTaBneHme
TAKMX WHCTPYKUMIA MOCPELACTBOM 3IIEKTPOHHBIX
cpenctB  cBdA3nM.  MHCTpyKumn, BbigaHHble B
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nwboe dopmMe, OTNNYHOW OT MUCbMEHHON,
JOMKHbI ObITb BROCNeAcTBUM 6e3 W3MNULLHEro
npomeaneHnsi odopmMreHbl AOMKHBIM 06pa3oM.

4, GetResponse shall immediately inform the
Customer if GetResponse believes that an
instruction infringes the GDPR or other European
Union or Member State data protection provisions,
and shall request the Customer to withdraw,
change or confirm the challenged instruction.
While waiting for the Customer’s decision,
GetResponse has the right to suspend the
performance of the challenged instruction. If,
despite the Customer’s explanation, executing the
challenged instruction would infringe the GDPR or
other European Union or Member State data
protection provisions, GetResponse has the right
to refrain from executing the instruction.

4, [eTPecnoH3 pomxkeH HesameanuTenbHO
npovHdopmnposaTb KnuneHta, B cnyyae, ecnu
[eTPecnoH3 unmeeT ocHoBaHuMA nonaratb, 4TO
WMHCTPYKuunsa Hapywaet GDPR wunn nonoxeHus o
3aluTe AaHHbIX, YCTaHOBMEHHble EBponenckum
Cosetom wnu [oCcynapCTBOM-YYaCTHUKOM, U
notpebosatb OT KnueHTa oTO3BaTb, M3MEHMWTb
UM NOATBEPAMTb OCMNapMBaEMyld WMHCTPYKLMUIO.
[o nonyyenna oteeta Knuenta [eTPecnoHs
MMEEeT npaBO MPUOCTAHOBUTb  WCMNOSTHEHUE
ocrnapuBaemon MHCTpykumn. Ecnn, HecmoTpsa Ha
obbsAcHeHus KnueHTa, NCMNOSTHEHne
ocrnapuBaemMon WHCTpykumMuM OyaeT Hapywatb
GDPR u1nun nHble NnonoXXeHusi o 3alinuTte OaHHbIX,
ycTaHoBneHHble EBponencknm CoBeToMm unu
ocypapctBoM-yyacTHukoM, [eTPecnoH3 nmeet
npaBo OTKa3aTbCA OT WCMONIHEHUS  TaKoW
NHCTPYKUUM.

§4 REPRESENTATIONS AND OBLIGATIONS
OF GETRESPONSE

§4 3AABINEHUA N OBA3ATENIBCTBA
FETPECIMNOH3

1. Taking into account the state of the art, the
cost of implementation and the nature, scope,
context and purposes of processing as well as the
risks for rights and freedoms of natural persons,
GetResponse hereby represents that as per
Article 32 of the GDPR, GetResponse has
implemented appropriate technical and
organizational measures to secure the processing
of Personal Data. The description of the
implemented measures is available in Annex 2.
GetResponse may at any time change the
implemented measures, provided that the
protection level they ensure is not lower than that
ensured by the measures applicable at the
conclusion of the Data Processing Agreement.
The information about the current technical and
organizational measures along with the
information about any changes to the scope of the
implemented measures is at all time available in
the Customer’s Account. At a justified request of
the Customer, GetResponse shall make available
to the Customer any further information necessary
to demonstrate its compliance with the obligations
laid down in Article 28 of the GDPR. The last
sentence of 84(5) hereof shall apply as
appropriate.

1. MpuHUMaa BO  BHUMaHWE  YPOBEHb
TEXHUKW, pacxodbl Ha  OCYLIECTBMEHME U
Xapaktep, 00BbEM, KOHTEKCT U Lenn obpaboTku, a
TaKkke pPUCKM B OTHOLLUEHMM npaB M cBobopg
dmsnvecknx nuy, [eTPecnoH3 HacToswMM
3asBnset, 4yto cornacHo Ctatbe 32 GDPR,
["eTPecnoHns NPUHAN COOTBEeTCTBYHOLMNE
TEXHWYEeCKkMe W opraHM3auMoHHble Mepbl Ans
obecneyeHns ©esonacHocTn obpaboTkn
MepcoHanbHbiX  AaHHbiX. OnucaHne  Takmx
NPUHATBLIX Mep npeacrtaBneHo B [punoxeHun 2.
eTPecnoH3 moxeT B noboe BpemMs M3MEHUTb
NPUHATBIE MeEpPbl, MpPU YCNOBUW, YTO YPOBEHb
3alUTbl, KOTOPbIA OHW rapaHTUMpylT, He Oyaet
HWXEe TOro, KOTOpbI Obin rapaHTUpOBaH TeMU
Mepamu, KoTOopble NPUMEHANNCH npu
nognucaHun  CornaweHunss o6  obpaboTke
OaHHbIX. MHopMaLms 0 TEKYLUNX TEXHUYECKNX U
OpraHM3aumMoHHbIX Mepax, a Takke UHgpopmaums
0 NOObIX M3MEHEHMSIX B OTHOLWEHMN ObObema
NPUHATBIX Mep B noboe Bpemsa [oOCTynHa B
AkkayHTe KnneHra. Ha OCHOBaHUMU
obocHoBaHHOro 3anpoca Knuenta, etPecnoHs
npegoctaenaetr  KnueHTy  OOMOMHUTENbHYHO
MHdopmauuio, Heobxogumyo ans
OEeMOHCTpaumMmM COOTBETCTBUSI 0bs3aTenbCcTBaMm,

ykasaHHbiv B Crtatbe 28 GDPR. B
COOTBETCTBYIOLLNX cnyvasx npuMeHsieTcs
nocriegHee npegnoxeHne naparpaga  4(5)
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HacTodwero CornaweHnss 06  obpaboTke
JOaHHbIX.
2. GetResponse shall ensure appropriate | 2. FeTPecnoH3 obssyetca  obecneyvnTb
security of the Personal Data against unauthorized | cooTBeTCTBYIOLLMIA YPOBEHb 3aWmnThl
access and unauthorized seizure, as well as | NepcoHanbHbIX JaHHbIX oT

against damage, destruction or loss, and shall
take any necessary steps as required by law to
keep the Personal Data and how they are secured

HeCaHKLUMOHMPOBAHHOIO AO0CTyNa U U3bATUSA, a
TaKkKe OT HaHeCeHus yllepba, YHUYTOXEHMS Unn
yTepu, n obsasyetca NpuHATL BCe Heobxoaumble

confidential. Mepbl, B COOTBETCTBMM C TpeboBaHUAMU
3aKoHO4AaTenNbCTBA, no COXPaHEHUIO
MepcoHanbHbIX  OaHHbIX M 3aWWTbl WX
KOH(PMAEHLMANbHOCTY.

3. GetResponse hereby represents that all | 3. eTPecnoH3 HacToswuM 3aaBnsieT, 4To

persons authorized to process the Personal Data | Bce nuua, wumerwue npaBo Ha 06paboTKy

have committed themselves to confidentiality or | [lepcoHanbHbIX [aHHbIX, NPUHANKM Ha cebs

are under an appropriate statutory obligation of | o6a3atenbcTBO 0 COXpaHeHnmn nx

confidentiality as per Article 28(3)(b) of the GDPR, | koH(pnaeHLMansHOCTK unu CBSA3aHbl

and GetResponse shall be liable for their acts or
omissions as for its own acts or omissions.

COOTBETCTBYIOLINUM  YCTAHOBMEHHLIM  3aKOHOM
06a3aTenbCTBOM O KOHMAEHUMANbHOCTN, B
cootBeTcTBUM cO Ctatben 28(3)(b) GDPR, wu
eTPecnoH3 6yneTt HecT OTBETCTBEHHOCTb 3a UX
nencTena  unm  6e3nencTBue, Kak 3a  CBOM

COOCTBEHHbIE.
4, It is the responsibility of the Customer to | 4. B obszaHHocTm  KnmeHTa  BXoauT
satisfy the requests of Personal Data subjects and | ygosneTtsopeHue TpeboBaHun cybbekToB

to prepare replies to such requests. GetResponse
shall reasonably support the Customer to the best
of its abilities and to a reasonable extent, in
fulfilling its obligations, in particular through the

[MepcoHanbHbIX OaHHbIX M NOArOTOBKA OTBETOB
Ha Takue TpeboBaHus. eTPecnoH3 obsasyeTcs B
obocHoBaHHON Mepe noadepxusatb KnueHTa B
Mepy BO3MOXHOCTEN M B pasyMHbIX npegenax, B

application of appropriate  technical and | nicnonHeHnn ero 06A3aTeNbCTB, B 4aCTHOCTW,

organizational measures necessary for the | nocpeactBoM  NPUHATUA  COOTBETCTBYHOLLMX

Customer to support the exercise of the data | TexHMYeckunx " OpraHn3auUnoHHbIX Mep,

subjects’ rights under the GDPR. Heobxogmmbix  KnueHty pgns obecneyeHus
WCMONMHEHMs npaB cybObekta [daHHblX, B
cootBercTBun ¢ GDPR.

5. GetResponse shall assist the Customer in | 5. eTPecnoH3 obasyetca cnocobcTBoBaTh

compliance with the obligations pursuant to | KnmeHty B cobniogeHun obasatenbcTiB, B

Articles 32 to 36 of the GDPR in respect of the
Service by providing the Customer with the
necessary information. In respect of assisting the
Customer in data protection impact assessment
(Article 35 of the GDPR) and in prior consultation
with the supervisory authority (Article 36 of the
GDPR), GetResponse shall assist only insofar as
the Customer is unable to fulfil its obligations by
other means. GetResponse shall inform the
Customer about the costs of such assistance.
Once the Customer confirms that he will cover
such costs, GetResponse shall provide the
required assistance.

cootBeTctBUM co Cratbamum 32-36 GDPR B
OTHOLWIEHMM Ycnyrm nytem npegocTaBneHns
KnneHty  HeoGxogmmon  uHdopmauun. B
OTHOLWEeHMN copencTBua KnueHTy B OueHke
BO3dencTBMs  3awmTbl gaHHbix (Ctatba 35
GDPR) 1 no npegBapuTenbHON KOHCYNbTaumm c
KoHTponupyowmum opraHom (Ctates 36 GDPR),
leTPecnoH3 BygeT cogencreoBaTbh TONbKO B TOM
cTeneHn, B Kotopon KnueHT He cnocobeH k
BbIMOMHEHNIO CBOMX 00A3aTenbLCTB  Apyrnmu
cnocobamu. eTPecnoHs ob6s3yeTcs
npouHgopmmpoBatb KnveHta o crommocTn
Takoro cogencrtevsa. B cnyyae noprtsepxaeHus
KnneHtom MOKpPbLITUSA Taknx pacxonos,
leTPecnoHs 0b6s3yeTcs npegoctaBnTb
Tpebyemyro NoaaEpPXKKY.
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6. GetResponse shall inform the Customer
without undue delay upon receiving any credible

6. FetPecnoHs obsasyeTcs
He3ameanmMTenbHO nNponHgopmmpoBaTte KnneHta

and confirmed information: nocne nonydeHus nOOM [OOCTOBEPHOW MU
NoaTBEPXKAEHHOW NHOPpMaLINW:
a. that GetResponse or its sub-processors | a. O TOM, 4YTO, B COOTBETCTBMM C

have been obliged, under the European Union or
Member State law to which GetResponse is
subject, to process the Personal Data in a manner
going beyond the Customer’s instructions; in such
a case, GetResponse shall inform the Customer of
such obligation before processing, unless law
prohibits providing such information on important
grounds of public interest; in such an event, the
notice to the Customer shall specify the legal
requirement arising from the European Union or
Member State law;

3akoHogatenscTBom EBponerickoro Coseta mnu
[ocypapcTB-yyacTHukoB, [eTPecnoH3 wnmn ero
cy6-npoueccopsbl 0bs3aHbl obpabaTbiBaTb
lNepcoHanbHble  gaHHble  Takum  obpasom,
KOTOpbIA  BbIXOOUT 33 paMKU  MHCTPYKUWIA
KnnenHta. B Takom cnyyae [eTtPecnons
o6a3yetca npouHdopmupoBaTte KnmeHta o
Takom o00s513aTenbCTBE [0 Hadana npouecca
0bpaboTkn, 3a WCKMIOYEHWEM CryyaeB, Korga
3aKOH 3anpellaeT MpedocTaBrneHne  Takon
MHGOPMaLUN MO CYLLECTBEHHbIM OCHOBaHUSIM,
CBSA3aHHbIM C NYGNUYHLIM MHTEPECOM; B TaKOM

cnyyae  yBegomneHve  KnueHTy — gomkHo
cooepxaTb npaBoBble TpeboBaHusg,
BbITEKaKOLLME n3 3aKkoHoOaTenbLCTBa
Esponenckoro Coseta nnu NocygapctB-YneHos;
b. about any identified Personal Data breach | b. 0 noboM yCTaHOBNEHHOM HapylleHuu B
committed by GetResponse or its sub-processor | oTHoOLeHUN lMepcoHanbHbIX OaHHbIX,
that affects the Customer's Personal Data | coBepweHHom [eTPecnoH3 wunu ero cyb-
hereunder. In such a case, GetResponse shall | npoueccopamu, KoTopoe NoBnNUAo Ha
support the Customer in the Customer’s fulfilment, | NepcoHanbHble AaHHble KnneHta. B Takom

where applicable, of an obligation to notify the
supervisory authority or the data subject by
providing  the  information available  to
GetResponse in accordance with Article 33(3) of
the GDPR.

cnyyae NeTPecnoH3 06s3yeTcst okasaTb KnneHty
noadepxky B ucnonHeHun  KnimeHtom (B
COOTBETCTBYIOLLMX CNny4dasix) ero obsizarencrea
Nno yBELOMIIEHMIO KOHTPONUPYIOLLLErO OpraHa unu
cybbeKkTa [paHHbIX NyTeM  MpefocTaBreHns
WHdopmauuun,  goctynHon  eTPecnoHs, B
cooTBeTcTBMM co Ctatben 33 (3) GDPR.

85 USE OF SUB-PROCESSORS
(ENGAGEMENT OF OTHER PROCESSORS)

§5 UCMNOJIb3OBAHUE CYB-NMPOLIECCOPOB
(MPMBJNEYEHUE CYB-MNMPOLIECCOPOB)

1. To ensure proper provision of the Service, | 1. Onsa obecneyeHns Hagnexawero
the Customer authorizes GetResponse to engage | okasaHua Ycnyrn, KnueHT ynonHomouvMBaeT
other processors for carrying out processing | F'eTPecnoHs Ha npueneYyeHne Apyrux
activities. For the avoidance of doubt and without | npoueccopos ansa OCyLLIeCTBMNEHNS
limiting the general authorisation granted to | gestenbHocTM no o6paboTke AaHHbIX. Bo
GetResponse in the preceding sentence, the | nséexaHve pasHouTeHMn M 6e3 orpaHuYeHust
Customer in particular agrees to the sub- | 0Bwmx MONMHOMOYUN, npeaocTaBreHHbIX
processors listed in Annex 3. eTPecnoH3, B COOTBETCTBMM C MpeabligyLimm
npeanoxeHnem, KnueHt B YacTHOCTU
cornawiaeTca €O CnmMckoM cyb-npoLeccopos,
yKasaHHbIX B [punoxeHuu 3.
2. The current list of GetResponse’s sub- | 2. Tekywmn  cnucok  cyb-npoueccopoB
processors is available in the Customer’s Account. | FeTPecnoH3 poctyneH B AkkayHTe KnwneHTa.
GetResponse shall inform the Customer about | FeTPecnoH3 ob6sa3yetcs  npouHdopmupoBaTb
any intended changes concerning the addition or | KnmueHTa o} nobbIX npegnosnaraemMbix
replacement of other processors. The Customer | UBMEHEHMSAX B OTHOLUEHUN [AOMOSIHEHUS WNK
shall be informed about this through a notice in the | 3ameHbl npoLLeccopoB. KnueHt oynet
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Customer’s Account and properly in advance. The
Customer shall have the opportunity to object (via
electronic means of communication or by post) to
such changes within 14 days of receiving a notice
on the intended change. If the Customer does not
object within 14 days of receiving the information
about the intended change, the Customer is
deemed to have agreed to the change. Having
received an objection, GetResponse has 30 days
to determine how to proceed in relation to the
objection. On the expiry of that period, each Party
may terminate the Data Processing Agreement in
line with the provisions of the Agreement. If the
Agreement is concluded for fixed term, the Parties
agree that the objection constitutes a cause for
agreement termination and both, the Data
Processing Agreement and the Agreement
terminates upon 14 days’ notice period with effect

at the end of the settlement period.
Notwithstanding the foregoing, GetResponse
stipulates that the Customer's objection to

a chosen sub-processor may render the Customer
unable to use all the functionalities of the Service.

npovHdopMupoBaH 06 3TOM AOSMKHLIM 06pa3om
n 3abnaroBpeMeHHO MocpeacTBOM pa3MelLeHns

yBegomsieHnss B AkkayHTe KnwueHta. KnneHt
oyoet UMeTb BO3MOXHOCTb BbIHECTU
BO3paXKeHue (nocpeactBom 3MEKTPOHHbIX

CPEeACTB CBA3W WM MO MNOYTe) B OTHOLUEHUU
Takux WN3MEeHeHMNn B TedyeHne 14 OHen nocne
nonyyYyeHna yBedOMSIEHUA O npegnonaraeMbix
nameHeHunax. B cnyyae, ecnv KnueHTt He 3aaBuT
O BO3paxeHudx B TedeHne 14 pOHenm nocne
nonyyYyeHns WHgopmauun o npegnonaraemMbix
n3meHeHnsax, KnmeHt cumtaeTcsa cornacuBLLUMMCS
Ha nameHeHusa. lNMocne nonyyeHust BO3paxkKeHun,
eTPecnoH3 B TedyeHne 30 gHen MOXET NPUHATL
peLmnTb, KaKk NOCTYNUTb B CBA3M C NMOCTYNUBLLNM
Bo3paxeHueM. 1o ncreyeHnm ykasaHHOro cpoka,
kaxxgaa CTopoHa MMeeT npaBo Ha pacTopXKeHne
CornaweHna o6 obpaboTke AaHHbIX Hapsdy C
nonoxennamn [oroBopa. B cnyyae, ecnu
[loroBop 3akmnto4eH Ha onpefeneHHbIn Nepuoa,
CTOpoHbI cornallatoTcs, YTO Takoe BO3paKkeHue
SABMsieTCS NPUYNHOMN ans pacTopXXeHns
aorosopa, n CornawleHne 06 obpaboTke AaHHbIX
n HdoroBop pacTtopralTcs No ucredyeHun 14-tn
OHEBHOro yBEAOMUTENBHOIO cpoka c
BCTYNJSIEHUEM B CWUSly B KOHLE pPacyeTHOro
nepuoga. HeB3uMpas Ha  BblleCKa3aHHoOe,
FeTPecnoH3 oroBapvBaeT B KadecTBe 0co60ro
ycrnosusi, 4TO0  BO3paxeHne  KnmneHta B
OTHOLLEHUM BbIOpaHHOro cyb-npoueccopa MoxeT
npuBeCTU K HEBO3MOXXHOCTU Knnexta
nonb3oBaTbCs BCEMM YHKUMOHANbHbIMN
BO3MOXHOCTAMM YCnyru.

3. Engagement of other processors may only
take place within the limits of and for the purpose
of performing the Service. GetResponse hereby
represents that (i) the engaged sub-processors
meet all the requirements arising from the GDPR
and from applicable data protection provisions, (ii)
it has entered into Personal Data processing
agreements with the sub-processors as required
under Article 28(4) of the GDPR and that such
agreements include provisions imposing
obligations analogical to those defined in the Data
Processing Agreement in respect of
GetResponse, and that (iii) the personal data
protection standard followed by the sub-
processors is at least equal to the personal data
protection standard followed by GetResponse.

3. MpuBneveHne  Apyrx  NpoLECCOPOB
MOXET MMETb MECTO TOSTbKO B paMKax M B Lensx
okasaHusa Ycnyrn. [eTPecnoH3 HacTosAwmm
sagengetr, 4to (i) npuBnevyeHHble  cy6-
npoueccopbl OTBeYalT BCeM TpeboBaHUAM,
BbiTekatowmm n3 GDPR, a Takke u3
NPUMEHUMbIX MOMOXEHUN O 3awmTe AaHHbIX; (ii)
eTPecnoHs 3aKouun cornawleHus 06
obpaboTtke [lepcoHanbHbIX AdaHHbIX C Cyb-
npoLieccopamu, B COOTBETCTBUAMMU C
TpeboBannsamn Ctatbmn 28(4) GDPR, 1 4to Takue
cornawleHuns BKMOYaloT NONOXeHNs,
HanarawoLue obs3aTenbCTRA, nogobHble
n3noxeHHoim B CornaweHun o6 obpaboTke
OaHHbIXx B oTHoweHun [eTPecnons; wun (iii)
CTaHgapTbl 3aWMTbl MEPCOHAamNbHbIX AaHHbIX,
KOTOpbIX NpuaepxuealoTca  cyb-npoueccopsl,
SABMAITCH, MO MEHbLUEN Mepe, PaBHbIMU TeM
cTaHgapTam, KOTOPbIX npugepxueaeTcs
leTPecnoHs.
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§6 CUSTOMER'’S RIGHTS TO AUDIT

§6 MPABO KIITMEHTA HA AYAUT

1. The Customer shall have the right to audit
GetResponse’s compliance with the Data
Processing Agreement in terms of Personal Data
processing (“Audit’). An Audit may also be
conducted by an independent auditor mandated
by the Customer, subject to prior conclusion of
confidentiality agreement between the auditor and
GetResponse.

1. KnneHT MMeeT npaBo Ha npoBedeHue
NpoBeEpPKM NeTPecnoHs B OTHOLLEHUN
cobnogeHns  CornaweHns o6  obpaboTkm

OaHHbIX B Bonpocax o0bpaboTkm [lepcoHarnbHbIX
OaHHbIX («Ayant»). AyouT moxeT ObiTb Takke
npoBeaeH He3aBUCUMbBIM ayauTopoM,
BblOpaHHbIM KnneHnTom, npw yCroBum
NnpeaBapuUTENbHOIO 3aKNYEHUs cornalleHust o
KOHpMAEHUMaNbHOCTM  Mexay ayauTopoM U
eTPecnoHs.

2. The Customer shall not appoint as an
auditor any entity conducting directly or indirectly
competitive activity in relation to activity conducted
by GetResponse. Competitive activity shall mean
any activity, whether or not fee-based, irrespective
of the place and territory where it is carried out,
regardless of the legal form, conducted in the
same or the same subject range and addressed to
the same group of recipients, coinciding — even
partially — with the scope of the main or the side
activity of GetResponse or of entities from the
GetResponse group worldwide. Assessment of
whether an entity is a competitor will include not
only the subject of business activity of such an
entity as listed in its articles of association or other
document constituting the basis for its functioning,
but also any activities actually pursued by that
entity. If the Audit is mandated to GetResponse’s
competitors, GetResponse shall have the right to
refuse to allow the Audit until another entity is
mandated to carry out the Audit on behalf of the
Customer or until the Parties agree on how to
further proceed.

2. KnneHT He MOXeT HasHaunTb B KadvecTBe
ayanTopa ntoboe obLecTBO, OCyLLIeCTBsoWee
npsmo nunm KOCBEHHO 0EeATeNbHOCTb,
KOHKYPUPYIOLLYIO c 0EeATeNbHOCTLIO,
ocywectenaemon [eTPecnoHs. [esaTenbHoCTb
KOHKYPEHTOB O3HayaeT by AOesATEeNbHOCTb,
HEe3aBMCMMO OT TOro, ABNSIETCS N OHa NnaTHOM
unn 0OecnnaTHOW, He3aBUCMMO OT MecTa MU
TEPPUTOPUMN, Ha KOTOPOW OHAa OCYyLLEeCTBRSAeTCS,
He3aBMCMMO OT npaBoBOM (popmMbl, KOTOpasi
OCYLLECTBMNAETCA B TOW Xe camMon cdepe unu
HanpasfeHun W agpecoBaHa TOW Xe rpynne
nonyyatenen, coenagarowas — gaxe B 4actm —
npegmMeToM OCHOBHOW UM  AONOSTHUTENLHON
pgeatenbHocTn [eTPecnoH3 unmM KomnaHun m3
mupoBon rpynnbl eTPecnon3. OueHka ToOro,
ABMSETCA N KOMMNAHUSA KOHKYPEHTOM, BKMoYaeT
NpoBEpPKy He TOMbKO NpegMeTa KOMMepPYeCKon
0eATenbHOCTM TaKOM KOMMaHWW, KakK YKa3aHo B
ee ycTaBe Unn apyrmx JOKyMeHTax, ABnstoLLnXCs
OCHOBON ee (YHKUMOHUPOBaAHUS, HO TaKkKe

0eATenbHOCTU, (PaKTUYECKN OCyLLEeCTBSEMOM
aToh komnaHwen. B cnyyvae, ecnu Ayaut
npoBoguTCs KOHKYPEHTOM MeTPecnoHs,

eTPecnoH3 nmeeT npaBo oTkasatbecs oT AyauTa
00 Tex nop, Noka apyras KomnaHus He Oyget
HasHayeHa Ans nposedeHns AyouTta OT UMEHU
Knnenta wnum noka CTOpPOHbI He nNpuayT K
COrnalleHnto 0 CBOUX AarbHENLNX AENCTBUSIX.

3. The Audit shall be subject to the following
conditions: (i) it may only apply to the Personal
Data entrusted to GetResponse for processing
under the Data Processing Agreement, it shall be
limited to GetResponse’s registered office,
devices used to process the Personal Data and
staff involved in the processing hereunder; (ii) it
shall be carried out efficiently and as quickly as
possible, taking no more than 2 working days, (iii)
it shall not take place more than once a year,
unless it is required under applicable laws or by
a competent supervisory authority or takes place

3. AyouT npoBoauTca npu  cobrogeHun
cnegyowmx ycnosui: (i) oH MOXET OTHOCUTbCA
TonbKo K [NepcoHanbHbIM AaHHBIM, NepegaHHbIM
etPecnoH3 gnst o6paboTku, B COOTBETCTBUM C
CornaweHnem o6 o60paboTke AaHHbIX, OH
AOMmKeH ObiTb OrpaHWYeH 3aperncTpupoBaHHbLIM
odmcom NeTPecnoHs, yCTponcTBamu,
ncnonb3yemMbiMn Ans obpabotku MepcoHanbHbIX
OaHHbIX W  COTPYAHMKAMW, BOBMEYEHHbIMU B
npouecc obpabotku; (i) oH pomkeH ObiTb
npoeefeH 3PPEKTUBHO U B KpaTyanlLmMe CPOKM,
He Gonee 2 pabouux gHewn; (i) oH He mMoxeT
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promptly after a material breach of the Personal
Data processed hereunder is identified, (iv) it may
take place during regular working hours of
GetResponse, in a manner that does not disrupt
GetResponse’s business and is in conformity with
GetResponse’s security policies; (v) the Customer
shall inform GetResponse about the intention to
carry out the Audit via electronic means of
communication or by post at least 14 working days
before the intended Audit date. If an Audit cannot
be carried out as intended for reasons beyond
GetResponse’s control or if other unexpected
obstacles arise, GetResponse shall inform the
Customer about such circumstances and shall
suggest a new Audit date, which shall not be later
than 7 working days after the date specified by the
Customer; (vi) the Customer shall bear all costs
arising from or connected with an Audit, except
where an Audit reveals a serious breach of
Personal Data security rules that pertains or is
a threat to the Customer’s Personal Data; (vii) an
Audit cannot be intended or lead to the disclosure
of legally protected secrets (including
GetResponse’s trade secrets). The Customer
shall create an Audit report that summarizes the
Audit findings. The report shall be submitted to
GetResponse and shall represent GetResponse’s
confidential information which cannot be disclosed
to any third parties without GetResponse’s written
permission unless this is required by the
applicable laws.

npoBOOUTbLCA 4auwle, 4Yem pa3 B rog, 3a
UCKITIOYEHNEM cny4vaes, Tpebyembix B
COOTBETCTBUU c NMPUMEHVMbIM

3aKoHOAaTeNnbCTBOM WM B COOTBETCTBUM C
TpebOBaHNSAMN KOHTPOSMPYHOLLEro opraHa wnm
MOXET NPOBOAUTLCA HEMNOoCPeACTBEHHO Mocne
obHapyXeHus CYLLLECTBEHHOTO HapyLleHns
obpaboTtkn [lepcoHanbHbIX AaHHbIX; (iv) OH
MOXET MpoBOAMTLCA B TeYeHue O0ObIYHbIX
pabounx 4yacoB [eTPecnoHs3, Takum obpasom,
KOTOpbIn He OygeT HapywaTtb AesTenbHOCTb
leTPecnoH3 w©n ¢ cobniogeHnem [pasun
BesonacHocTu "eTPecnoHs, v) KnneHt
06sa3yeTca npounHdpopmunposatb [eTPecnoH3 o
HamepeHun npoBecTn AyauT NOCPeacTBOM
3NEKTPOHHbIX CPEACTB CBSA3M MMM NO No4Te, Kak
MWHMMYM, 3@ 14  pabounx pgHem pgo
npegnonaraeMon pAdatbl npoBedeHns AyauTa.
Ecnn Ayout He moxeT ObiTb npoBedeH, Kak
3annaHMpoBaHo, No NpPUYNHAM, HaXoAsWMMCS 3a
paMKaMun KOHTPOMsi CO CTOPOHLI [eTPecnoH3 nnu

€CNN  BO3HMKHYT  WHble  HenpeaBUAEHHbIE
obcToaTenbCcTBa, eTPecnoHs obsizyeTcs
npouHgopMnpoBaThb KnuneHTa o] Taknx

obcTosATensLCTBax M MNpeanoXvTb HOBYK Aaty
ana nposefdeHus AyauTa, KoTopass He MOXeT
ObITb No3xe 7 pabounx gHen c gatbl, yKazaHHOW
KnueHntom; (vi) KnueHT HeceT Bce pacxofbl,
BblTEKaloLLMe U3 Unn cedasaHHble ¢ Ayautom, 3a
UCKMNIOYEHNEM criyyaeB, korga AyauT BbISIBMSIET
Cepbe3Hble HapyLlleHusa npasun 6e3onacHoCTU B
oTHoweHnKn NepcoHanbHbIX AaHHbIX; (Vii) AyouT
He MOXeT OblTb 3annaHupoBaH WM BECTU K
PacKpbITUIO 3aKOHHbIM OOpa3oM  3aliuLLIaeMONn
NHdOpMaunn (BKNOYass KOMMEPYECKYID TanHy
eTPecnoH3). KnueHT obs3yeTca co3gatb oT4yeT
o6 Ayaute, koTopbin 6ygeTr cymMmupoBaTb
nonyyeHHole  pesynbtathl Ayauta. Otuet
pormkeH ObiTb npeactaBneH [eTPecnoH3 u
OOIMKEeH  npeacTaBnsaTb  KOHMOEHUManbHyo
nHdopmauuto eTPecnoHs, kKoTopass HE MOXeT
OblTb packpbiTa nOObIM TpeTbUM nunuam 6e3
NMUCbMEHHOro paspeweHuss [eTPecnoHs, 3a
WCKINIOYEHNEM  CriyyaeB, oOnpederieHHblX B
COOTBETCTBMM C TpeboBaHMAMM MPUMEHUMOrO
3aKkoHogaTenbCTBa.

4, If GetResponse adheres to an approved
certification mechanism referred to in Article 42 of
the GDPR or an approved code of conduct
referred to in Article 40 of the GDPR, the
Customer’s auditing rights may also be exercised
through GetResponse’s reference to the results of
the monitoring of the rules of certification or the

4, B cnyvae ecnm eTPecnoHs
npuaepxmBaeTcss  O040BpPEHHOro  MexaHu3ama
ceptTudmkauumn, npegycmorpeHHoro Crtatben 42
GDPR wnnu opobGpeHHOro Kogekca noBeneHus,
ykasaHHoro B Ctatbe 40 GDPR, npaBa KnueHta
Ha ayant MoryT ObITb Takke OCyLleCTBMEHbI
nocpegcTesoMm  obpalieHus leTPecnoH3 «
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code of conduct. If this is the case, the Audit shall
only address issues that cannot be sufficiently
clarified through the submission of such results by

pesynbTaTaM MpPOBEpKM MpaBun cepTudurkaumnm
unn Kopekca nosedeHus. Ecnu ato wnmeer
MecTo, To Ayaut GyaeT HanpaereH TOMbKO Ha

GetResponse. BOMPOCHI, KOTOpble He MOryT ObiTb 4YeTko
paspelleHbl MNyTeM MpegocTaBneHns  Takmx
pe3ynbTaTtoB CO CTOPOHLI [eTPecnoHs.

87 RETURN OR DELETION OF PERSONAL §7 BO3BPAT U YOANEHUE
DATA NEPCOHAIbHbIX JAHHbIX

1. If the Data Processing Agreement is | 1. B cny4yae, ecnn genctsne CornaiueHuns

terminated, GetResponse shall, according to the | 06 o6paboTke JaHHbIX npekpatlaeTcs,

Customer’s statement, delete the Personal Data | leTPecnoH3 o0653yetcq, B COOTBETCTBUMM C

(by deleting any existing copies of Personal Data)
or return them to the Customer (along with any
media where they are stored, if possible), unless
GetResponse has the right to further process the
Personal Data for a longer period based on
independent legal grounds. If GetResponse does
not receive the statement referred to in the
preceding sentence, whether in writing or by e-
mail, within 5 days of Data Processing Agreement
termination, the Customer shall be deemed to
require that the entrusted Personal Data be
deleted. If the Customer chooses to have the
Personal Data returned, GetResponse shall
provide the same to the Customer or enable the
Customer to download the Personal Data in
a commonly used and machine-readable format.

3assrneHnemM KnueHTa, yoanutb [lepcoHarnbHble
OaHHble (nyTem YHUYTOXEHUS noobIX
CyLLecTByOLWMNX Konui [NepcoHanbHbIX AaHHbIX)
unn BepHyTb Mx KnumeHnTy (Hapsgy ¢ nobbivn
HOCUTENSMU, Ha KOTOPbLIX OHW XPaHATCS, ecnu
3TO BO3MOXXHO), 3@ UCKITIOYEHNEM CIyYaeB, koraa
y [eTPecnoH3 ecTb npaBO Ha AanbHenwyro
06paboTky [MepcoHanbHbIX AaHHbIX B Te4yeHue
bonee AnNUTEnNbLHOro nepuoga no He3aBUCUMbIM
npaBoBbIM OCHOBaHWAM. Ecnmn eTPecnoH3 He
nonyyvnT 3asiBfieHne, ykasaHHoe B npenblayLliem
npeasiokeHun, B MUCbMEHHOW opme unn
nocpeacTBOM SMEKTPOHHOW MOYThl, B TeveHue 5
OHen nocne npekpaLLeHuns nencreng
CornaweHusa o6 obpaboTke p[aHHbIX, Oyaer
cuntatbed, 4to KnueHt noTtpeboBan ypaneHus
nepegaHHbIX NepcoHanbHbIX AaHHbIX. B cnyyae,
ecnn  KnneHT xo4eT, 4TOObI [lepcoHanbHbie
AaHHble ObinM emy Bo3BpalleHbl, ['eTPecnoHs
obsa3yetca  nepegatb wux  Knuenty  wnm
npegoctaeButb KnnMeHTy BO3MOXHOCTb cCKaydaTb
lMepcoHanbHble AaHHble B pacrnpoCTpaHEHHOM WU
yntaemom dopmare.

2. The Customer may obtain a copy of the
processed Personal Data throughout the term of
the Agreement, but no later than 30 days after the
termination or expiration of the legal relationship
between the Parties related to Service provision.
In the said period of 30 days after the termination
or expiration of the legal relationship between the
Parties, the Personal Data shall only be processed
by GetResponse for the purpose of potential
reactivation of the Customer’s Account, and shall
only involve Personal Data storage for the
Customer without any other processing activities,
subject to GetResponse’s other obligations or
rights arising from applicable laws or public
authorities” orders. After the expiry of this term,
Personal Data shall be deleted from the main
base without possibility of recovery. In the period
of next 15 days Personal Data shall be subject to

2. KnueHt MOXET nony4nTb KOnuto
obpabaTbiBaembix [lepCoHanbHbIX AdaHHbIX B
TeyeHne Bcero cpoka gencresna [JoroBopa, HO He
nosgHee 30 AHeW nocrne pacTOpPXeHUs Wnn
NCTEeYEHNs1 CpoKa NPaBOBbIX B3aWMOOTHOLUEHUN
mexagy CTopoHamMm B OTHOLIEHMM OKasaHus
Ycnyru. B ykasaHHbii nepuog B 30 gHern nocne
pPacTOPXXEHNA UM UCTEYEHUSI CpoKka MpPaBOBbIX
B3aVMMOOTHOLLEHUI Mexay CtopoHamu,
MepcoHanbHbIe OaHHble obpabartbiBatoTcs
[eTPecnoH3 ToNMbko B UENsiX MoTeHuManbHom
peakTMBauun AkkayHTa KnueHTa, 4TO BKIHOYaeT
B cebsa xpaHeHuwe [lepcoHanbHbIX AaHHbIX OIS
KnneHTta 6e3 gpyrux gencreum no obpabotke, B
COOTBETCTBUMN C OpYyrMMn obasaTenbcTtBaMn unm

npaBamu NeTPecnoHs, BblTEKarOLWMNMN n3
npuMeHnmoro 3akoHo4aTesr1bCTBa nnn
pacnopaxeHund rocyaapCTBEHHbIX OpraHoB.




L7 GetResponse

encryption and stored in backup copies only. The
said 15-day period is required to delete the
Personal Data completely due to specifics of the
backup copies operations.

MNocne ncTeyeHns yKa3aHHOro CpoOKa,
lMepcoHanbHble AaHHble OyayT ydaneHsl U3
rnaBHON Oasbl oes3 BO3MOXXHOCTU
BOCCTaHoOBMneHnd. B TeueHme cneaytowmx 15
OHen [lepcoHanbHble AaHHble OOMXKHbI OblTb
NOABEPrHYTbl KOAMPOBKE WM XPaHEHWUKO TOMbKO B
KayecTBe pe3epBHbIX KOMUN. YKasaHHbIn 15-Tn
OHEBHbIN nepuop  TpebyeTca Ansd  MNOSHOro
yaaneHus MepcoHanbHbIX [JaHHbIX, B
COOTBETCTBUMN CO creundunkon gesaTernibHoOCTU no
NnoAroToBKe pe3epBHbIX KOMUN.

88 LIABILITY

8§88 OTBETCTBEHHOCTb

1. GetResponse’s liability in contract and in
tort shall be limited to direct actual losses incurred
by the Customer. GetResponse shall not be liable
for lost profit, notwithstanding the source, except
where this is caused by wilful misconduct or gross
negligence.

1. OTBETCTBEHHOCTb eTPecnoHs no
JOroBopy M B pesynbTaTe MpaBOHapyLleHusI
orpaHn4eHa NpsAMbIMK aKTyarnbHbIMK YObITKaMu,
noHeceHHbiMn KnneHtom. NetPecnoH3 He Gyaet
HEeCTU OTBETCTBEHHOCTb 3a YMYLUEHHYO BbIrogy,
HeB3Mpas Ha WUCTOYHUK, 33 MUCKITHOYEHMEM
cny4yaes, Korga 9TO BbI3BAaHO YMbILUIEHHbBIM
NPOTUBOMNPaBHbIM  OENCTBUEM WUNKM  KparHen
HeobXoAMMOCTbIO.

2. GetResponse’s total liability,
notwithstanding the number of and grounds for the
Customer’s claims, shall be limited to equivalent of
amount payable for the Service for three
settlement periods (settlement period shall mean,
respectively, monthly period or 30 days) paid by
the Customer in the settlement period immediately
preceding the date when the event causing the
damage occurred, with the exclusion of any
amounts representing setup fees or any extra
charges. The Customer hereby releases
GetResponse from any liability above that limit.

2. MNonHaa otBeTcTBeHHOCTL [eTPecnoHs
HeB3Mpas Ha KONMMYECTBO U MPUYUHBI NPETEH3NN
KnvneHta, OygeTr orpaHuMdeHa 3KBUBANEHTOM
CyMMbl, nognexawien onnate 3a Ycnyry 3a Tpu
pacdeTHbIX nepuogja (pacdeTHbIn  nepuos,
COOTBETCTBEHHO, O3HA4YaeT Mepuon, paBHbIN
mecsauy unm 30 gHam), ynnadyeHHon KnveHTom B
pacyeTHOM nepuoge, HenocpeacTBEHHO
cnegylowmMMm 3a NepuoaoM, Koraa BO3HMKIO
cob6bITVE, Bbi3BaBLUEE BO3HMKHOBEHME YOLITKOB,
3a WCKITIOYEHNEM nodbIX CyMM,
npeacTaBnsAwLWmnX cobon nnaTty 3a NOAKMYeHne
WX WHble OOMONHUTENbHble nnaTexu. KnuveHnt
HacTosAwmM ocBoboxaaeT 'eTPecnoH3 ot nobon
OTBETCTBEHHOCTM CBEPX YKa3aHHOIo numuTa.

3. GetResponse shall not be liable for not
performing or improperly performing the Data

3. [eTPecnoHns He oyoet HecTn
OTBETCTBEHHOCTb 38  HEWUCNOoSIHeHMEe  Unu

Processing Agreement resulting from Force | HeHagnexawee wcnonHeHne CornaweHna o6

Majeure. 06paboTKe AaHHbIX, Npou3oLleLlee No nNpuyYnHe
dopc Maxopa.

4, The Parties agree that the Customer shall | 4. CtopoHbl cornawatTes, 4to  Knuent

be liable for satisfying any and all claims of | HeceT OTBeTCTBEHHOCTb 3a YOOBNETBOPEHUE

Personal Data subjects in connection with any | Bcex 1 nobbix  NpeTeH3Mn  CcyObEKTOB

damage arising from improper processing of
personal data hereunder, unless the Customer
demonstrates that the damage resulted from the
sole through fault of GetResponse or
GetResponse’s sub-processors. If the Customer
fails to demonstrate this, the Customer shall
unconditionally indemnify GetResponse and hold
it harmless in respect of any claims filed by the

nepCOHaJ'IbeIX OaHHbIX B CBA3NW C NOOLIMM

ybbITKaMMu, BblTEKAOWMMN M3  HEBEPHOW
06paboTkM nepcoHarnbHbIX JaHHbIX, no
HacTosiwemy CornaweHuio o6  obpaboTtke
AaHHbIX, 3a WCKMYEeHMeM cry4YaeB, Korga

KnneHT OeMOoHCTpUpyeT, 4To YObITKM SIBUNUCH
pe3ynbTatoMm AEeNCTBUA 4YenoBeka BCreacTeue
HapyweHust FeTPecnoH3 unu cy6-npoueccopoB
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entities whose Personal Data GetResponse has
processed based on the Data Processing
Agreement, and in connection with the processing
of such data hereunder. If action is brought
against GetResponse, the Customer shall, if so
required by GetResponse, join the proceedings as
a party and assume full liability for the claim.

[eTPecnon3. Ecnn KnuneHT He [pokaxeT 3TOT
doakT, OH ©e30roBOpo4HO rapaHTupyet
["eTPecnoHn3 BO3MELLEHNE Bpena "
ocBoboXaeHne oT OTBETCTBEHHOCTU B
OTHOLLUEHUM NIOObLIX  MPETEeH3Nn, NoAaHHbIX
KomnaHumen, 4ok  [lepcoHanbHble  OaHHble
FetPecnoH3 obpabaTbiBanm Ha  OCHOBaHWUU

CornalieHuns 06 o6paboTke AaHHbIX, U B CBSI3U C
00paboTKOM TakMx [JaHHbIX MO HacTosAwemy
Cornawenunto 06 obpaboTke gaHHbIX. B cnyyae
nogayn wucka npotme [eTPecnoHs, KnneHt
o6sa3yetcsa, ecnm Toro notpebyetr [eTPecnoHs,
y4yacTBOBaTb B MPOLECCE B Ka4eCTBE CTOPOHbI MO
aeny n B3sATb Ha cebs NOMHy OTBETCTBEHHOCTb
Nno NPeTeH3nn.

8§89 MISCELLANEOUS

§9 NPO4YME YCNOBUA

1. The Parties jointly agree that save as
otherwise provided in the Data Processing
Agreement, GetResponse’s remuneration for the
activities  hereunder is included in the
remuneration due for the provision of the Service

1. CTOopoHbI B3aMMHO cornacoBanu, uTo,
€Cnn MHOEe He npedyCMOTPEHO B HACTOSILLEM
CornatueHun 006 obpaboTke OaHHbIX,
Bo3HarpaxgeHue 'eTPecnoH3 3a aeaTenbHOCTb,
OCYLLIECTBMNSAEMYIO Mo HacToswemMy CornalieHuto

to the Customer. o6  ob6paboTke  AaHHbIX, BKITIOYEHO B
BO3HarpaxaeHue, KOTopoe npuumTaeTcs 3a
okasaHue Ycnyru KnuveHty.

2. The Data Processing Agreement has been | 2. CornaweHne o006 o06paboTke AaHHbIX

concluded for an indefinite period, but it shall be
terminated no later than on the day of return or
deletion of Personal Data according to 87 hereof.

3aK/MOYEHO Ha HEOrpaHWYEHHLIN CPOK, HO OHO
OyneT pacToprHyTo He nosgHee, 4YeM B [O€Hb
BO3BpaLleHnda Unn yHUHTOXEeHUA nepCOHaJ'IbeIX
OaHHbIX, B COOTBeTCTBUMM C naparpacdom 7
CornalueHus 06 06paboTke AaHHbIX.

3. The Data Processing Agreement shall
supersede any arrangements between the Parties
in respect of entrusting Personal Data which the
Parties may have made before in connection with
the Service, notwithstanding the form of such

3. CornaweHne o6 o0b6paboTke QaHHbIX
3ameHsieT cobown nobble JOrOBOPEHHOCTU MeXay
CtopoHamu, B  OTHOLUEHUU nepeaaHHbIX
lNepcoHanbHbIX AaHHbIX, KoTOopble CTOPOHbLI
MMeNnn OO O9TOro MOMEHTa B COOTBETCTBUM C

arrangements. Ycnyron, HeB3npas Ha  dopMy  Takux
OOrOBOPEHHOCTEN.
4, Any amendments to the Data Processing | 4. Jliobble unameHenus B CornaweHne 06

Agreement shall be made in writing, including
electronic means of communication.

O6p360TKe OAHHbIX OOMMKHbI OblTb MCMOMHEHBbI B
NMUCbMEHHON q)opme, BKINKO4YadA QIJIEeKTPOHHbIE
cpeacTBa CBA3N.

5. Any communications between the Parties
shall be sent to the following addresses only:

5. Jliobble coobuleHns mexay CrtopoHamu
OOMXKHbl HaNpaBnATbCA TOMbKO MO Crieaylowmm
agpecam:

a. GetResponse — a. leTPecnoHs — privacy@getresponse.com
privacy@getresponse.com
b. Customer — email address b. KnveHT — agpec 3nekTpOHHOW MOYThl,

provided by the Customer as
contact email address

npegocTtaBneHHbin  KnveHtom B KavecTBe
KOHTaKTHOro agpeca 9NekTPOHHOW NOYThI

6. To any matters not regulated herein, the | 6. K noobIM Bornpocam, He
provisions of the GDPR, other applicable laws, | yperynupoBaHHbiM HacToswmm CornawieHmem
Privacy Policy and the Agreement shall apply. Any | 06 obpaboTke OaHHbIX, NPUMEHATCSA
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capitalized terms (e.g. Contacts, Force Majeure
etc.) not defined herein shall have the meaning as
assigned to them in the Agreement. In the event of
any discrepancies between the Agreement and
this Data Processing Agreement, the provisions of
this Data Processing Agreement in relation to
personal data protection shall prevail.

NONoXXeHnsA GDPR, nHoe npumMmeHnmoe
3aKoHOOaTEeNbLCTBO, Monutuka
KOHMAEHUManbLHOCTH, AOCTyrnHas Ha

https://www.getresponse.ru/email-marketing/ru-
legal/privacy-ru.htm n  [HoroBop. JloOble
TEPMUHbI, YyKa3aHHble C 3arnaBHOM  OyKBbl
(Hanpumep, KoHTakTbl, ®opc Maxop u T14), He
onpeneneHHble B HactosweM CornaweHun ob
06paboTke [OaHHbIX, OyayT MMeTb 3HaveHue,
npugaHHoe um B [orosope. B cnyyae nobbix
pacxoxgeHnn mexgy [JoroBopom M HaCTOALUM
CornaweHnem ob obpaboTke JaHHbIX,
nonoxeHms  Hactosiwero CornaweHnss 00
obpaboTke [pOaHHbIX B OTHOLUEHUX 3aWuThbl
nepcoHarnbHbIX JaHHbIX oyayt UMeTb
NpPenMMyLLECTBO.

Annex 1 — Description of Personal Data

MpunoxeHue 1 — OnucaxHue

processing obpabatbiBaeMbix MepcoHanbHbIX AaHHbIX
1. Purpose of the Personal Data]| 1. LUenb o6pabotkm [lepcoHanbHbIX
processing AaHHbIX
Personal Data shall be processed by | [lepcoHanbHble — AaHHble obpabartbiBatoTcs

GetResponse in order for the Customer to use the

eTPecnoHs3 B Lensx npegocTtaBneHns KnueHty

Service provided by GetResponse. BO3MOXHOCTH Nnonb30BaHNs Ycnyron,
okasblBaemon ['eTPecnoHs.
2. Nature of the processing and the | 2. Xapaktep 0o6paboTku U gencTBuUA Mo

processing activities

06paboTKe AaHHbIX

Processing is both automated and non-automated.
Personal Data processing by Getresponse takes
place using the IT systems provided within the

Service and includes following processing
activities: collection, recording, storage,
adaptation, alteration, disclosure, backuping

Personal Data, as well as other activities as
required to provide the Service.

O6paboTka AaHHbIX OCYLLECTBMASAETCA Kak C
NCcnonb3oBaHMEM CpPeACcTB aBToMaTU3auum, Tak 1
6e3 Hux. OO6pabotka [lepcoHanbHbIX OaHHbIX
["eTPecnoHn3 ocyuiecTensieTcs c
NCMNoNb30BaHNEM MHOPMaLNOHHO-
TEXHOMOrMYEeCKMX CUCTEM, MPEAOCTaBMSIEMbIX B
pamkax Ycrnyru, n BknoyaeT B cebsa crniegyrowme
agenctena no obpaboTke: cbop, 3anucob,
aganTauus, M3MeHeHMe, obes3nuuneaHue,
KonvpoBaHune [lepcoHanbHbIX AaHHbIX, a Takke
WHble nencTeuns, HeobxoauMble aons
npegocTaBneHns Ycnyru.

GetResponse shall not communicate directly with
the Personal Data subjects in the course of

[eTPecnoH3 HanpsMyto He obwaetca c
cybbektamn [epcoHarnbHbIX AaHHbIX B paMKax

Personal Data processing. ocylwiectBrneHnss  obpaboTkn  [NepcoHanbHbIX
OaHHbIX.

GetResponse’s role is limited to making the | Ponb leTPecnoHs orpaHuM4yeHa

Service tools available to the Customer for use in | npegocTaBneHnem KnueHty  BO3MOXHOCTEN

order to process the Personal Data. GetResponse | Ycnyru ans OCyLLIeCTBMNEHNS npowecca

does not have any impact on the scope of
Personal Data processed by the Customer within
the Service, does not determine the purposes and

obpaboTkn MNepcoHanbHbIX AaHHbIX. eTPecnoH3
He oOKa3blBaeT HUKAKOrO BIMSHWA Ha 0O0bem
[MepcoHanbHbIX  AaHHbIX, 0O6pabaTbiBaeMbIx
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means of their processing and does not monitor
scope of such Data.

KnveHToM B pamkax Ycnyru, He onpegensieT
uenM un cpeactea wMx o6paboTkKM UM He
KOHTPONUPYET 00bEM TaKMX AaHHbIX.

3. Categories of data subjects

3. Kateropuu cyobekToB AaHHbIX

The Customer engages GetResponse in
processing of the Personal Data of following
categories of data subjects:

KnneHTt npusnekaet [eTPecnoH3 k obGpaboTke
MepcoHanbHbIX OaHHbIX CMEAYHLINX KaTeropui
CYyObEKTOB AaHHbIX:

a. Contacts — including persons whose
Personal Data are on the Contact List; or whose
Personal Data is collected and stored using the
Service; or to which the Customer will send
communication using the Service, in particular
contractors, clients, prospects, employees,
contacts of the Customer's business partners,
subscriber of the Customer’s newsletter;

a. KoHTakTbl -  BKMOYas  nud,  YbW
MepcoHanbHble AaHHble NpUCyTCTBYOT B Chnincke
KoHTakToB unu u4bu [lepcoHanbHble OaHHble
coOUPalOTCsl U XPaHATCA C  MCMONb30BaHWEM
Ycnyrn, a Takke Te, komy KnueHT oTnpaBnsiet
coobLleHnMs C uMcnonb3oBaHMEM Ycnyru, B
YacCTHOCTWN, KOHTPAreHTbl, KNUEHTHI, NMOAMUCYUKM,
COTPYAHUKM KOHTaKTbl KOMMEPYECKUX MapTHEPOB

KnneHTta, noONMCYMKM HOBOCTHOM  PAaCCbISIKK
KnuneHra;
b. participants of webinars; b. YYaCTHWKM BEOMHAPOB;
c. persons whose data is collected through | c. nuua, 4YbW  NEepcoHanbHble  OaHHble
forms and surveys; cobupatoTcsa nocpeacTBoM OpM U ONPOCOB;
d. persons authorized by the Customer to | d. nvua, ynosiHoOMoYeHHble KnneHTom Ha

use the Account (Users).

ncnonb3oBaHne AkkayHTta ([lonb3osarenu).

As a rule, the Service is not intended to process
special categories of personal data referred to in
Article 9 of the GDPR, personal data relating to
criminal convictions and offences referred to in
Article 10 of the GDPR, nor personal data of
children. However, decision as to the scope of
data that to be processed by GetResponse in the
Service belongs to the Customer. By using the
Service to process such data, the Customer
confirms that security measures implemented by
GetResponse are in his opinion sufficient to
protect entrusted Personal Data.

Kak npaBuno, Ycnyra He npegHasHadeHa Ans
06paboTkM crneumanbHbIX KaTteropum
nepcoHanbHbIX AaHHbIX, ykasdaHHbIX B Ctatbe 9
GDPR, nepcoHanbHbIX JaHHbIX, OTHOCALLMXCA K
OCYXOEHUAM B  YrofloBHOM nopsgke u
OCYXOEHHbIM, B cooTBeTcTBMM co Crtatben 10
GDPR, a Takke nepcoHanbHbIX OaHHbIX OETEN.

OpgHako, peweHne o006 obbemMe [OaHHbIX,
nognexawmux  obpaboTke leTPecnoHs ¢
NCnonb3oBaHNEM Ycnyru, npuHUMaeTcs

KnueHtoMm. Mcnonb3dya Ycnyry ana obpaboTku
Taknx AaHHbIX, KNnueHT nogTeepxagaeT, YTo Mepbl
6e3onacHocTn, BBedeHHble 'eTPecnoHs, no ero
MHEHWIO, ABNAOTCA AOCTaTOYHbIMWU ANS 3allmThbl
BBEpPEHHbIX MepcoHanbHbIX JaHHbIX.

4, Categories of Personal Data to be | 4. Kateropun [lepcoHanbHbIX AaHHbIX,
processed nognexawmux oopabortke
The Customer engages GetResponse for | KnueHT npuBnekaet eTPecnoH3 k obpaboTke

processing of following categories of Personal
Data:

cnegyowmx kateropmi lNepcoHanbHbIX aHHbIX:

a. regarding Contacts: e-mail address.

a. B OTHOLWWEHNN KoHTakToB:

AIIEKTPOH HOM MOMTHI.

agpec

The Service also allows for the processing of other
information such as:

Ycnyra Takke [ponyckaeT o06paboTky Takou
MHpopmaLmK, Kak:

e first and last name

*  MsA N hammnnus

e company phone number, private phone

o TenedOoHHbIN HOMeEp KOoMMaHuu,
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number, fax

number

mobile phone number,

YacTHbIW HOMep TenedoHa, Homep
MoOunbHoro TenedoHa, Homep cakca

e URL address of the website through
which Contact provided its data to the
Customer

e URL apgpec canta, nocpeacrBom
koToporo KoHTakT npegoctaBun CBOM
AaHHble KnueHTty

e the Contact’s address details

e nogpobHbin agpec KoHTakTa

e address of the website from which the
Customer was redirected [http_referer]

e agpec cawnTta, ¢ KOToporo KnueHTt Gbin
nepeHanpasneH [http_referer]

e gender, age, date of birth

e 1o, BO3pacT, Aara poxaeHus

e workplace

e MecCTO paboThbl

e Personal Data contained in contents sent
by the Customer with the use of the
Service

° nepCOHaﬂbeIe OaHHble,
coaepxawimecad B KOHTEHTE,
oTnpasiiaeMmomMm KnneHtom C

NCMNoJib30BaHNEM yCJ'IyFVI

e additional information about the Contact
[comment] and other information based
on fields defined by the Customer when
collecting the Contacts’ data from forms

e [lononHutenbHas NHopmauus o]
KoHTakTe [comment] " nHas
nHdopmaums, Ha OCHOBaHUM MNOMEN,
onpegeneHHbix KnveHtom npu cbope

or surveys. OaHHbix KoHTakTa nocpeacts ¢opm u
OMpOCOB.
b. regarding participants of webinars: email | b. B OTHOLUEHMM Y4YaCTHMKOB BEOUHAPOB:
address. afpec ANEKTPOHHOM MOYThI.

The Service also allows for the processing of other
information such as:

Ycnyra Takke [gonyckaeT o0paboTKy Takou
nHdopMaLum, Kak:

e first and last name,

o maA N bammnnus

e nickname

e  HUKHEUM

e address of the website from which the
participant was redirected [http_referer]

e agpec caunTta, ¢ KOToporo KnmeHt Gbin
nepeHanpasneH [http_referer]

e additional information about the webinar e [ononHutenbHas  WHQopmauust 06
participant collected by the Customer yyacTHuke BebOuHapa, cobupaemas
from registration form, during webinar or KnneHTtom n3 perncTpaumoHHon
chat. dopmbl, BO BpeMd  nNpoBeOeHus

BebuHapa nnu Jara.
C. regarding persons whose data is collected | c. B OTHOWEHUN nuy, Yba WMHopmauns

through forms and surveys: email address.

cobupaeTcs nocpeacTBoM (HOPM U OMPOCOB:
afpec 3NEKTPOHHOW MOYTHI.

The Service also allows for the processing of other
information such as:

Ycnyra Takke pgonyckaetr o00paboTky Takon
NMHopMaLnK, Kak:

e first and last name,

e VMA N baMmnnuns

e additional information based on the

o [lononHuTenbHas WHdOpPMaUusa Ha

fields defined by the Customer. OCHOBE nonewn, onpeaeneHHbIX

KnveHTom.
d. regarding Users of the Customer: email | d. B OTHoweHun lMonb3oBatenen KnueHTta:
address, name of user. afpec ANEKTPOHHOM NOYThI, MMS NOJIb30BaTeNs.
e. regarding all above categories: data | e. B OTHOLUEHMM BCEX Bbille Ha3BaHHbIX
processed automatically while the Service is being | kaTeropwui: OaHHbIe, cobnpaemblie
used (data about the use of the Service; data | aBTomaTMyeckm npu MCNONb30BaHUKM  Ycnyrn

collected using cookies or other technologies used
to track users activity; IP data of the device from
which the Contact was imported to the Customer’s
Contact List or on which the Contact opened an
email sent to him by the Customer as part of using

(oaHHble 00 wmcnonb3oBaHUW Ycnyrn, LaHHble,
cobnpaemble C Ucnonb3oBaHMeM cookies wunu
APYITMX  TEeXHOMOrMW,  WUCMOoNb3yemblXx  Ans
OTCNEeXUBaHUA aKTUBHOCTWU norib3oBaTenen, |IP
MHopMaUnss B OTHOLUEHUMM YCTPOWCTBA, C
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the Service; location data; data about the web
browser).

koToporo KoHTakT 6bin nmnopTnpoBaH B Cnmvcok
KoHTaktoB KnueHta, unn Ha koTopoM KOHTakT
OTKPbII 3NEKTPOHHOE coobueHue,
oTnpaeneHHoe emMy KnMeHToM Kak 4acTb
nucnone3oBaHua Ycnyrn, [aHHble O MecTe
NoNoXeHusl, AaHHbIe O Opay3epe).
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A. Organizational
l.

Annex 2 — Description of the implemented organizational and technical measures for personal
data protection/ MpunoxeHue 2 — OnucaHne NPUHATBLIX OPraHM3aUNOHHbIX U TEXHUYECKUX Mep

AnA 3alnTbl NepCcoHanbHbLIX AaHHbIX

security measures./
Information Security Management System./
Cuctema ynpaBneHusi UHdOpPMaLMOHHOWN
6e30MacHOCTLHO.

A general security policy has been developed,
along with specific security policies regarding
organization security, information security, IT
system security and security of people and
property, all of them defining the basic
objectives of the actions related to
implementation of the policies./ PaspabotaHa
obwaa nonutMka ©GesonacHoCTM Hapsagy C

KOHKPETHbIMA  MOMUTUKAMW B OTHOLLEHUM
OpraHvM3aumnoHHoN BesonacHocTy,
NMHOPMaLMOHHOM BesonacHocTw,
6esonacHocTu NHOPMaLNOHHO-

TEXHOINMOTMYECKUX CUCTEM UK Ge30nacHOCTM
nojgen M MMyLLEeCTBa, Kaxaash M3 KOTOpbIX
onpenensieT  OCHOBHblE 3agaun mep,
CBSA3a@HHbIX C MPUHATMEM TaKMX MOMUTUK.
General and specific security standards have
been defined that implement the assumptions
of the security policies in terms of information
security, IT system security, and security of
people and property. / OnpegeneHbl obwune n
KOHKpEeTHbIe cTaHaapThl BesonacHocTy,
KOTOpble BBOAAT B [JEWCTBUE MNpUHATUE
NONNTUKN GesonacHocTu B  Bonpocax
NMHOPMaLMOHHOM ©esonacHocTy,
GesonacHocTn NHPOPMaLNOHHO-
TEXHOMOrMYECKMX CUCTEM K BesonacHocTu
nogen n nmyLLecTsa.

Specific procedures and operating instructions
have been developed for the implementation of
the security standards in terms of information
security, IT system security, and security of
people and property./ PaspaboTtaHbl
onpegeneHHble npoueaypbl U MHCTPYKUUU MO

aKcnnyartauum c Lenbto BHEOpeHus
cTaHgapToB  GesonacHOCTM B BOMpocax
MHOPMaLMOHHOM ©e3onacHocTy,
6Ge3onacHocTu MHdOPMaLMOHHO-

TEXHOMNMOTMYECKUX CcucTeM U BesonacHoCTu
NIoAen U MMyLLLecTBa.

The policies, standards, procedures, and
instructions are subject to periodic reviews and
revisions, to be approved by the Company’s
top management./ [lpaBuna, cTaHgapThl,
npoueaypbl n WHCTPYKLMM nognexar

OpraHusauuoHHbIe

Mepbl 6e3onacHocTu.
nepuogn4eckomy pacCcMOTPEHUIO n
nepecMoTpy, U YTBEPXKOEHUIO PYKOBOACTBOM
KomnaHnuu.

A system to monitor changes in personal data
processing legislation has been developed and
put in place, and the continuity of its operations
has been ensured./ PaspabotaHa u BBeaeHa B
AencTene cMctema MOHUTOPUHIa U3MEHEHUN B
3aKkoHogaTenbCcTBE o6 obpaboTke
nepcoHanbHbIX AaHHbIX, obecneveHa
HenpepbIBHOCTb ee AENCTBUS.

Roles and tasks./ Ponu u 3agaum.

The roles and tasks in security management
processes have been defined. The individuals
responsible for compliance with each
respective  security policy have been
appointed./ OnpegeneHbl ponM n 3agayn B
npouecce  ynpaerneHns  6e30MacHOCTLIO.
HasHayeHbl nuua, OTBETCTBEHHble  3a
cobnogeHne  KaxaouW  COOTBETCTBYHOLLEW
nonntukn 6e3onacHoCTL.

For every resource (whether physical or
electronic) that is of value for the organization,
a responsible person (Resource Owner) has
been appointed as being in charge of
managing the security of that resource./ Ons
Kaxgoro — pecypca  (dumauudeckoro  vnu
3NEKTPOHHOIO), KOTOPbIN nmeet
OMNpPEeLEneHHyY0 LIEHHOCTb ANS OopraHu3auuu,
HasHa4yeHo OTBETCTBeHHOe nuuo (Bnagenew
npaB Ha pecypc), KOTOpbIA  KypupyeT
ynpaBneHme ©6e30NacHOCTbI0 B OTHOLLEHWUM
TaKoro pecypca.

To ensure proper level of personal data
protection, an independent Data Security
Administrator, which, from the date the GDPR
shall apply, will be replaced by Data
Protection Officer, has been designated and
appointed./ [Ona obecnevyeHns AOMKHOIO
YPOBHSA  3alUWTbl MEePCOHAaNbHbIX AaHHBbIX,
BbibpaH ¥ HasHayeH AJMuHuUCTpaTop Mo
BesonacHocTn [JaHHbIX, KOTOpbIA C Aarthl
NPUMEHEHNS GDPR, Oynet 3aMeHeH
CneuunanucTtom no 3awmte JaHHbIX.

The Data Security Administrator, and
subsequently the Data Protection Officer
answers directly to the Company’s top
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management./ ALoMuHuCTpaTop no
BesonacHocTM [aHHbIX U BNOCNEACTBUM
Cneunanuct no 3awute [JaHHbIX NOAYNHEHDI
HenocpeacTBeHHO pykoBoacTey KomnaHumm.
The Data Security Administrator, and
subsequently the Data Protection Officer has
been included in all the processes connected
with personal data processing./
AgomuHucTpatop no besonacHoctn [JaHHbIX w
Brnocneacteum  Cneumanuct no  3awmte
[aHHbIX BOBNeYeHbl BO BCe MNPOLECCHI,
cBs3aHHble C 00paboTkon nepcoHanbHbIX
AaHHbIX.

The Data Security Administrator, and
subsequently the Data Protection Officer has
been granted sufficient access to any and all
information and documentation connected
with personal data processing./
AgomuHncTpatop no besonacHocty [aHHbIX 1
Bnocneacteum  Cneumanuct no  3awmTte
[aHHbIX Nony4alT COOTBETCTBYIOLLUIA AOCTYN
KO Bcem wn nwbon  umHDopmMauMm M
AOKYMEHTALUMK, UMEILWEN OTHOLLEHVE K
006paboTke NepcoHanbHbIX AAaHHbIX.

Those who process personal data at the
request and on behalf of the Company have
been specifically indicated by name as
authorized to process personal data./ Jlnua,
obpabatbiBaloLine nepcoHanbHble AaHHble,
no 3anpocy M OT umMeHn KomnaHuu, TOYHO
NMOVMEHOBAaHbI Kak MMeloLLMe NOMHOMOYMS Ha
00paboTKy NepcoHarnbHbIX OaHHbIX.

All the individuals authorized to process
personal data have been included in the
internal personal data security and protection
training scheme./ Bce nwuua, wumeowme
NnofiHOMouna Ha 06paboTKy nepcoHarbHbIX
OaHHbIX,  BOBMEYEHbl BO  BHYTPEHHIOK
nporpammy  ©6€30MacHOCTM  NepCoHarbHbIX
AaHHbIX 1 00yYeHMe 3alnNTe SaHHbIX.

All the individuals authorized to process
personal data have been obliged to respect
data confidentiality throughout the term of
employment and thereafter./ Bce nuua,
uMewwme  MnofiHoMouMss  Ha  06paboTky
nepcoHanbHbIX AaHHbIX, 00s13aHbl cobniogaTtb
KOH(PMAEHUMAnNbHOCTb AaHHbIX B Te4veHue
Cpoka WX TpygoBOW AeATenbHOCTU W nocne
€ro ucTeyeHus.

Access rights management./ YnpaBneHue
npaBamu gocTtyna.

Access rights management procedures have
been developed for access to data storage
devices, rooms, zones, buildings, IT systems
and elements of the IT infrastructure and

network./ Mpoueaypsl, CBsi3aHHblE c
ynpasneHnem npasamu Joctyna,
paspaboTaHbl B Uensx NpegocTaBreHus

AocTyna K YCTPOMCTBaM XpaHeHWs AaHHbIX,
KOMHaTam, 30HaMm, 30aHMAMN,
MHEOPMAaLMOHHO-TEXHOMOMMYECKNM
cucteMaMm U anemMeHTaM  MHOopMaLMOHHO-
TEXHOMOrMYeckon MHAPaCTPYKTYpbl N CETU.

It has been assured that the individuals
authorized to process personal data are
assigned with minimum access rights,
depending on the performed tasks./
[apaHTMpoBaHO, 4YTO BCe nuua, UMerLue
MornHoMounsi Ha 06paboTKy nepcoHanbHbIX
OaHHbIX, HageneHbl MMHUManbHbIMU NpaBamMu
JoCTyna, B 3aBMCMMOCTU OT BbINOMHAEMbIX
3agau.

A procedure of monitoring and checking the
access rights ad hoc and periodically has
been provided./ NpegycmoTpeHsl npoueaypbl
Mo KOHTPOMNK W nNpoBepke Ha npeamer
HanNMuMs npaB  Hes3annaHWpoOBaHHOIO U
neprogmnyeckoro AocTyna.

It has been assured that keys, access codes
and access rights in the access control
system for access to buildings, zones, rooms
or part of rooms where personal data is
processed are provided to individuals
authorized to process personal data in
accordance with the scope of the
authorization and the scope of tasks
performed  within the job  position./
[[apaHTUpOBaHO, 4YTO KNHOYKM, KOAbl U npasa
JOoCTyna B cCUCTEME KOHTpOns AocTyna Ans
[octyna B 34aHuK, 30Hbl, KOMHaTbl UK 4acCTu
KOMHaT, rOge ocyuwecTtensetca obpaboTka
nepcoHarbHbIX AaHHbIX, MNpeaocTaBNATCA
niuam, MMeLWUM NoIHOMOYUS: Ha 06paboTKy
nepcoHalnbHbIX AaHHbIX, B COOTBETCTBUMN C
06bEMOM MOMHOMOYMIA N NpeaMeToM 3agaud,
BbIMOJTHAEMbIX B paMKax UX AOIDKHOCTHU.

It has been assured that buildings, zones,
rooms or parts of rooms where personal data
is processed are secured against
unauthorized access in the absence of the
individuals authorized to be in these rooms.
Anyone who is not authorized to be in the
rooms used for personal data processing may
only stay there under the supervision of
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authorized persons./ [apaHTMpoBaHO, 4TO
30aHNA, 30Hbl, KOMHaTbl, YaCTW KOMHAT, rge
ocyliecTensaeTca 06paboTka nepcoHarbHbIX
OaHHbIX 3aluniieHbl oT
HeCaHKLUMOHNPOBAHHOIoO noctyna B
OoTCyTCTBUMU nunuy, NMMELLNX npasa Ha
npebbiBaHMs B Takmx komMHaTtax. Jliobon,
MMewwmih npaBo Ha npebbiBaHMe B
KOMHaTax, WCnonb3yembix Aans obpaboTku
NnepcoHanbHbIX  AaHHbIX, MOXET B  HUX
HaxoanTbCs nog NPUCMOTPOM
YNOMHOMOYEHHOTO Nnua.

A process of granting and withdrawing access

rights to personal data, in particular IT
systems, has been developed and
implemented./ PaspabotaH u BBegeH B
JeNCTBME Mpouecc NpedoCTaBMneHns u

OT3blBa nNpaB [JocTyna K MepcoHanbHbIM
AaHHbIM, B YacTHOCTWU, WH(OPMaLMOHHO-
TEXHONOTNYeCcKNM cucTemam.

It has been assured that for every person
authorized to access the IT system or an
element of the IT infrastructure or network a
unique ID is assigned that cannot be assigned
to anyone else./ MapaHTupoBaHo, 4TO No6omy
niudy, uMelolwemy npaBoO Ha JocTyn K
WHPOPMAaLMOHHO-TEXHONOMMYECKON CcucTeme
unu anemeHTam WMHOpPMaLNOHHO-
TEXHONOrn4Yeckon NHPPACTPYKTYpPbI UNKU ceTu,
nprvceanBaeTcs YHUKanNbHbIV
MAEHTUPUKALNOHHBIN  HOMEP, KOTOpPbIN He
MOXeT ObITb NepeaaH.

Periodic access reviews of all users, system
accounts, test accounts and accounts are
carried out and documented./ lpoBoasaTcs u
AOKYMEHTanbHoO 3aKkpennaTcs
nepuvogMyeckMe npoBEpPKM [ocTyna  BCeX
nosnb3oBaTenewn, CUCTEMHbIX YYeTHbIX
3anucen, TEeCTOBbIX Y4YEeTHbIX 3anucen w
YUYETHbIX 3anncen.

It has been assured that for every person
authorized to access the IT system or an
element of the IT infrastructure or network,
authorization which takes place, is carried out
using secure methods of transmitting the
authentication data./ MapaHTMpoBaHo, 4YTO Ans
nboro nuua, NMetoLLIero Npaeso Ha AOCTynN K
MHEPOPMALMOHHO-TEXHOSTOTMYECKON CUCTEME
unu anemeHTam WHOpMaLNOHHO-
TEXHOMNOrM4Yeckon NHPPaCTPYKTYpbl NN CETU,
aBTopusauus ocylliecTBnsaeTcs c
ncnonb3oBaHMeM MeToAoB nepefadn AaHHbIX
ayTeHTudukaumnu.

10.

11.

12.

It has been assured that password assigned
to every person authorized to access the IT
system or an element of the IT infrastructure
or network is subject to audit procedures and
must be changed at predetermined intervals./
"apaHTUpoBaHo, yTO napornb,
npuceamBaeMblin KakgoMy nvuy Ang gocTyna
K NHOPMALNOHHO-TEXHONOMMYECKOMN
cuctemMe unum anemeHTam WHgopMaumoHHO-
TEXHOMOrM4Yeckon MHPPaCTPYKTYPbl UMK CETH,
NnoanexnT MpoBEpPKE U AOIMKEH MEHATbCS C
3aaHHOWN NEPUOANYHOCTLIO.

A standard for secure transmission of
passwords has been developed and
implemented in case of the need to provide
the IT system wuser with a temporary
password./ PaspaboTaH n BBeaeH B gencreune
ctaHgapT ona 6esonacHon nepegayv napons
Ha crny4an HeobGXOAMMOCTM NpefocTaBNeHns

nosib30BaTento MHpopMaLMOHHO-
TEXHOINOMMYECKON  CUCTEMbI  BPEMEHHOTO
naponsi.

A standard for creating secure passwords for
IT system users has been developed and
implemented./ PaspabotaH 1 BBegeH B
aencreue cTaHaapT ans co3gaHus
Oe3onacHbIX naponen Ana nonb3oBaTenemn
WHPOPMaLNOHHO-TEXHOSTOMMYECKOW
CUCTEMBI.

Security of the Service./ BesonacHocTb
Yenyru.

Elements of the network infrastructure used to
process personal data are secured against
the loss of accessibility through application
and provision of maintenance services
provided by producers and distributors./

OnemeHThbI ceTeBoW WMHPACTPYKTYphl,
ncnonb3yemble ans 0o6paboTkun
NnepcoHanbHbIX  [aHHbIX, 3alUuLLEeHbl  OT

yTpaTbl 4OCTyNa NOCPEACTBOM NMPUMEHEHNS U
NPeLoCTaBMNeHUs YCnyr MO TEXHUYECKOMY
obcnyxnBaHuio, OKa3blBaeMbIX
NPOM3BOAUTENAMM U PACNPOCTPAHUTENSAMM.

Periodical independent tests of the
vulnerability of IT systems that process
personal data to threats are carried out./
MNpoBogsaTCa nepvoguyveckMe HesaBUCUMbIE

NpPOBEPKU 3aLUNLLEHHOCTH oT yrpos
MH(POPMALNMOHHO-TEXHOITOTUYECKNX  CUCTEM,
KoTopble  obGpabaTtbiBaldT  MepcoHanbHbIe
AaHHble.
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3.

Security gaps are periodically scanned on the
platforms and in the networks that process
personal data so that general security
standards connected specifically with system
reinforcement are complied with./
Mnatdopmel 1 ceTn, KOTopble obpabaTtkiBaloT
nepcoHanbHble AaHHble NPOXOAAT
nepuogmMyeckme MpoOBEPKM Ha  Hanudue
cnabbIx MecT B cucteme 6e30nacHOCTU Takum
obpasowm, YyTOObI obwme cTaHOapThl
©e3onacHOCTM, KOTOpbIE [flaBHbIM OOpa3om
CBS3aHbl CO  CcneumanbHbIM - YCUINIEHUEM
3alMThl, yOOBNETBOPANM UX TpeboBaHMAM.
As a result of penetration tests, vulnerability
scanning and compliance assessment,
a corrective program is run on a periodic basis
according to a risk-based approach to make
effective use of the tests’ results./ B
pesynbTate npoBeaeHus TecToB Ha
NPOHUKHOBEHME, NPOBEPKU 3aLLMLLEHHOCTU U
OLEHKN COOTBETCTBUSA, AN 3PDEKTUBHOIO
pesynbTarta Takux NpoBepoK Ha
neprvoamMyeckon OCHoBe BBOAMTCS nporpammMma
KOPPEKTUPOBKN, B COOTBETCTBUMU C MOAXOAOM,
OCHOBa@HHOM Ha OLleHKe pucka.

A training program regarding the rules of
secure software has been developed and

provided./ PaspabotaHa 1 BBegeHa B
AelncTBue nporpaMma obyyeHnsi B OTHOLLEHUS
npasun 6esonacHocTn NporpaMmmHoro
obecneyeHus.

A software security testing program has been
developed and provided./ PaspabotaHa wu
BBEAEHa B aencraune nporpamma
TecTupoBaHna Ge3onacHOCTM NPOrpamMMHOro
obecneyeHus.

The subcontractor and provider selection
rules that have been developed guarantee
adequate level of technical and organizational
security of the services provided and the tasks
performed./ PaspaboTtaHHble npasuna
BblOOpa cybnoapsaYMKOB U MOCTaBLLMKOB
rapaHTupyoT afeKBaTHbIN YPOBEHb
TEXHUYECKOWN " OpraHn3aunoHHoOM
GesonacHOCTM  OKa3blBaeMbIX  yCnyr u
BbIMONTHAEMbIX 3a4ay.

The sub-processors and other service
providers auditing standards and mechanisms
have been developed and their
implementation has been guaranteed./
PaspabotaHbl aygutopckue CTaHgapTbl M
MexaHu3Mbl Ansi cyb-npoueccopoB M Apyrux

VI.

NOCTaBLLMKOB  YCNyT,
BBeEeHNe B JeNCcTBMe.

rapaHTUpoOBaHO  UX

Change and incident management./
YnpaBneHue M3MEeHEeHUsAMM 7]
HencnpaBHOCTSMM.

A documented change control policy has been
put in place which includes requirements for
approving, classifying and testing the back-out
plan and the division of responsibilities

between request, approval and
implementation./ BBegeHa B gencTtsue
MONMWTUKA  KOHTPONA 338  U3MEHEHWUSIMM
OOKYMEHTOB, KOTOpasl BKMo4yaeT B cebs

TpeboBaHunsa ons ogobpeHus, knaccndukaumum
W NPOBEpKM MraHa BOCCTAHOBIIEHUSA U
pasgeneHus OTBETCTBEHHOCTU mMexay
3anpocoM, ogobpeHneM U BHEOPEHNEM.

A standard regarding software production
security has been developed and put in
place./ PaspabotaH u BBedeH cTaHOapT B
OTHOLWEeHMM Be3onacHOCTU  MPOM3BOACTBA
nporpammHoro obecneyeHus.

Procedures for managing and responding to
security breach incidents have been put in
place to allow reasonable detection, testing,
response, mitigation of consequences, and
notification of any events that involve a threat
to the confidentiality, integrity, and availability
of personal data. The response and
management procedures are documented,
checked and reviewed at least on an annual
basis./ BBeaeHbl npoLenypbl 4ns ynpasneHns
M oTBeTa Ha WHUMAEHTbI, CBs3aHHble C
HapyLleHnem 6esonacHocTy, ans
npeLocTaBneHus BO3MOXHOCTU
uenecoobpasHoro yCTaHOBMNEHWS, NMPOBEPKM,
oTBE€Ta, MUHUMM3AUMM  NOCMNEACTBUA, W
yBeOoMIeHns 0 nobbix COObITUAX, KOTOpble
HecyT yrposy KOHUOEHUNanbHOCTH,
HEMPUKOCHOBEHHOCTU n OOCTYMHOCTU
nepcoHanbHbIX JaHHbIX.

Privacy security./ Be3onacHOCTb FUYHbIX
OaHHbIX.

A standard regarding the analysis of the risk
of violating the basic rights and freedoms of
data subjects and the risk of loss of personal
data confidentiality, availability and integrity at
every product life cycle stage has been
developed and put in place./ PaspabotaH u
BBeJEH B [AENCTBME CTaHOApPT B OTHOLLEHWM
aHarnmu3a pucka HapyLleHUs! OCHOBHbIX MpaB 1
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cBoboa cybbekTa AaHHbIX U PUCKOB yTpaThbl

KOH(bMﬂ,eHHMaHbHOCTM nepcoHanbHbIX
OaHHbIX, nx OOCTYNHOCTU n
HEMNPMKOCHOBEHHOCTU Ha nobom aTtane

XN3HEHHOro uunkna npoaykra.

A standard regarding compliance with the
privacy protection principle at the software
design stage has been developed and put in
place (privacy by design)./ PaspabotaH u
BBedEH B JENCTBME CTaHOapT B OTHOLUEHMM
coGnIOEHNS NPUMHUMMOB  3aLUWUTbl  JINYHbIX
AaHHbIX Ha aTane pa3paboTkM NpPOorpaMmmHOro
obecneyeHus (BCTPOEHHbIN anroputm
KOH(OMAEHUMANbHOCTN).

3. A standard regarding compliance with the

privacy protection principle in default settings
at the software design stage has been
developed and put in place (privacy be
default)./ PaspaboTtaH n BBeAeH a OencTBue
CTaHgapT B  OTHOWeHWn  cobniogeHus
MPUHLUMMOB 3aLLMTbl MePCOHanbHbIX AaHHbIX B

B. Technical security measures./ Mepbl TEXHU4ECKOWN 3aLUMUTDI.

1. A minimum scope of technical

Security of personal data processing
operations./ BezonacHocTb [AEeMCTBUA NO
06paboTKke NnepcoHanbHbIX AaHHbIX.

security
measures that needs to be implemented to
ensure protection of personal data has been
established. Type and scope of the applied
additional technical measures for the
protection of personal data is established on
a case-by-case basis, depending on the
identified threats, the required degree of
protection and the technical possibilities./
CcopmupoBaH MUHUManbHLIM 06BEM Mep Mo

BGesonacHocTu, KOTOpbIe Heobxoanmo
BHEOPUTb aona obecneyeHns 3alnTbl
nepcoHalrlbHbIX  OaHHbIX. Tun n obbem
NPUMEeHAEMbIX OONONMHUTENbHbIX
TEXHUYECKNX mMep ana 3alnTbl

nepcoHanbHbIX [aHHbIX yTBEPXOalTCA B
Ka)XAOM KOHKPETHOM cry4yae, B 3aBUCUMOCTY
OT OOHapyXeHHbIX yrpo3, Tpebyemon cTeneHun
3aWunTbl U TEXHNYECKNX BO3MOXXHOCTEWN.

The buildings and areas with the rooms used
for personal data processing are secured
against  unauthorized  access  through
application of access control systems, a
burglar and attack alarm system, and
surveillance by physical security guards,
mechanical or code locks./! 3paHna wu
NMOMeLLEeHNs C KOMHaTaMu, WCMOoSib3yeMble
ans  obpaboTkM nepcoHanbHbIX  OaHHbIX,
3aluLLEHbl OT  HeCaHKLMOHUPOBAHHOIO
AocTyna noCpeacTBOM BBEAEHUS CUCTEMbI
KOHTpONs  OOCTyna, CWUCTEMbl  OXPaHHOM
CVrHanm3auuMm 1 3aWwuTbl OT HanageHus, a
Takke Hag3o0poM CO CTOPOHbl  OpraHoB

HacTporkax MO YMONYaHMK Ha 3Tane
pa3paboTkM nporpaMMHoOro obecnedyeHus
(anroputm KOH(pUaAEeHUNanbHOCTH no
YMOJYaHUIo).

obecneyeHns duandeckonm 6HesonacHocTw,

MEeXaHU4YEeCKUMU U KOOOBbIMU 3aMKaMW.
The buildings and areas with the rooms used
for personal data processing are secured
against fire through application of doors of an
increased fire resistance class./! 3pgaHua u
NMOMELLEHNST C KOMHATamMu, WCMNONb3yeMble
ana  obpaboTkym nepcoHarnbHbIX — AaHHbIX,
3almuleHbl  OT  MNOXapoB C  MOMOLLbO
YCTaQHOBKM [Bepen C KIacCoOM MOBbILLIEHHON
OrHECTONKOCTH.

The buildings and areas with the rooms used
for personal data processing are secured
against destruction as a result of fire or
flooding trough application of a fire alarm and
a burglar or attack alarm system./ 3gaHusa n
NMOMELLEHNA C KOMHaTamu, MCMorb3yembiMu
ana  obpaboTkm nepcoHanbHbIX  AaHHbIX,
3alUMLLEHbl OT paspyLUEHUA, BO3MOXHbIX B
pesynbTate noxapa WNM  HaBOLHEHWs
nocpeacTsoMm YCTaHOBKMU noXxapHom
CUrHanusauum Wnu CUCTEMOM  OXpPaHHOM
CUrHanu3aumm 1 3almnTbl OT HanageHus.

The buildings and areas with the rooms used
for personal data processing are secured to
monitor and identify any threats or undesired
events through the application of CCTV./
30aHMa U NoOMeLleHuss C  KOMHaTamu,
NCNonb3yeMbIiMU ans obpaboTku
nepcoHanbHbIX AaHHbIX, 3allULLEHbl B Lensx
KOHTPONSA M pacno3HaBaHus MobbIX yrpo3 uUnm

HexxenaTtenbHbIX  COBbITUA  NOCPeaCTBOM
BBEAEHUS KOMMIIEKCHOM CcMCTEMBI
6esonacHocTw.

Data transmission security./

Be3sonacHOCTb Nepeaayvn AaHHbIX.
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1.

Personal data transferred through
teletransmission are secured against loss of
confidentiality and integrity using
cryptographic data protection measures (data
encryption in  transit)./  [lepcoHanbHble
AaHHble, nepegaBaemMble nocpeacTBoM
TeneTpaHCMMCUK, 3aliuLeHbl  oT  yTparThl
KOHUMAEHUManbHOCTU U LEeNOCTHOCTU MyTEM
MCMNOSb30BaHNA CPeAcTB Kpuntorpadnyeckomn
3alUMThl JaHHbIX.

Personal data transferred through
teletransmission are secured against loss of
confidentiality through segmentation of ICT
networks (network segmentation)./
[MepcoHanbHble  AaHHble, nepedaBaeMble
NocpeacTBOM TeneTpaHCMUCUW, 3aliULLEHbI
oT yTpaTbl KOHMAEHUManbHOCTH
nocpeacTBOM cerMmeHTaunm MHPOopMaLMOHHO-

KOMMYHUKaLMOHHBIX ceTen (ceTeBas
cermeHTaums).
Encryption keys used to secure

teletransmission of data are stored in a secure
place with management of access to them
and with the possibility of key recovery./
Kntoun wundpoBaHusi, ucnonb3yemble Ans
3aWNTbl TENETPaHCMUCUM AaHHbIX, XpaHATCA
B 3alMLWEHHOM MeCTe C ynpaBfieHNEM
aoctyna K HUM " BO3MOXXHOCTbO
BOCCTaHOBIIEHUST KINHOYEN.

Security of storage devices./ 3awwuTa
YCTPOMUCTB XpaHeHUA uHdopmauum.
Personal data stored in data storage devices
at rest is secured against loss of
confidentiality and integrity using
cryptographic data protection measures (data
encryption at rest)./ MNepcoHanbHble AaHHblE,
aKKyMYyrMpoBaHHble Ha yCTponcTBax
XPaHeHUss  MHopMauMK, nNpU  XpaHeHUK
3alMLLEHbl OT yTpaThl KOHPMAEHUMANBLHOCTH
M LIEeNOCTHOCTM NyTEM WCMONb30BaHUS Mep
KpynTorpadudeckomn 3awmnTbl OaHHbIX
(wndppoBaHme nHopMauumn Npu XpaHeHUK).
Personal data stored in data storage devices
is secured against loss of confidentiality
through physical or logical data separation
(data separation)./ lNepcoHanbHble AaHHble,
aKKyMyIiMpoBaHHbIE Ha yCTponcTBax
XpaHeHns  MHgopmaumMu, nNpu  XpaHeHun
3awuLLeHbl OT yTpaTbl KOH(PMAEHUMAaNbLHOCTH
nocpeacTBoM (PU3MYECKOro M NTOrMYECKOro
pasgeneHus OaHHbIX (pasgeneHve
nHdopmaumm).

Personal data stored in data storage devices
is secured against loss of availability and
integrity through real-time data copying
mechanisms (data replication)./
MepcoHanbHble AaHHbIE, aKKyMYyNUPOBaHHbIE
Ha YCTPOMCTBaX XpaHeHus MHdopmaLmm, npu

XpaHEeHNUN 3alunileHbl oT yTparthbl
OOCTYNHOCTN U LUEeNTOCTHOCTU C NMpUMEeHEHNEM
MeXxaHn3mMoB KonnpoBaHua onepaTtuBHbIX

OaHHbIX (pennukaumns gaHHbIX).

Personal data stored in data storage devices
is secured against loss of availability and
integrity through mechanisms of creating
incremental or full data backups at
predetermined time intervals (data backup)./
MepcoHanbHble AaHHbIE, aKKyMyIMPOBaHHbIE
Ha yCTpOWCTBax XpaHeHUst HopmMaLun, nNpu

XpaHeHnn 3aliuiieHbl oT yTpaThbl
KOH(*)I/I[J,eHU,I/IaJ'IbHOCTVI M UEeJIoCTHOCTKn C
ncnosnb3oBaHNeEm MexXaHn3mMoB co3aaHun4A

YaCTUYHBIX WK MOJSHbIX PE3EPBHbIX KOMUM
OaHHbIX B 3apaHee 3afdaHHble BpEMEHHble
WHTepBankbl (pe3epBHOE KOMMPOBaHUe).
Personal data stored in data storage devices
is secured against loss of availability through
mechanisms and procedures for data
recovery, data source switching and backup
restoration./ MepcoHanbHble JaHHble,
aKKyMynupoBaHHbIe Ha yCTponcTBax
XpaHeHuss nHdopmauun, nNpu  XpaHeHuu
3almueHbl  OT  yTpaTbl LENOCTHOCTM C
MOMOLLbHO MEXaHNU3MOB U npouenyp
BOCCT@HOBMEHUSA  OaHHbIX, pa3beuHeHns
WCTOYHUKOB WH(bOpMaLumn 1 BOCCTAHOBMNEHUS
pes3epBHbIX KOMUN.

The data storage devices used for personal
data processing are secured against
unauthorized access before they are installed
in the hardware through access restriction and
control using safes./ YctponctBa Aans
XpaHeHnA AOaHHbIX, ncnosb3dyemblie anda
06paboTkm nepcoHarnbHbIX [aHHbIX,
3aLluniieHbl oT HeCaHKUMOHNPOBAHHOIO
AoCTyna 0O MOMEHTa YCTaHOBKM C MOMOLLbIO
annapaTHbIX CpPeACTB C MOMOLLbI CUCTEMBI
OorpaHMyeHuss [ocTyna W MCNOMb30BaHWUS
cendos.

The data storage devices used for personal
data processing are secured against loss of
data confidentiality through the application of
embedded procedures of cryptographic data
protection (cryptographic protection of data
storage devices)./ YcTponcTtBa nst XpaHeHus
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OaHHbIX, uMcnonb3yemble Ans  06paboTku
NnepcoHanbHbIX  AaHHbIX, 3alullieHbl  OT
yTpatbl KOH(UAEHUNANBHOCTU C MOMOLLbLIO
npuMeHeHna npouenyp Kpuntorpaduyeckomn
3anTbl OaHHbIX (kpunTorpacuyeckas
3aluTa YCTPOMUCTB XPaHEHUS AaHHbIX).

The data storage devices used for personal
data processing are secured against loss of
availability through the application of systems
for automated monitoring of performance,
capacity utilization and availability time./

YcTponctea ans XpaHeHus JaHHbIX,
ncnosnb3yemble ans obpaboTkn
nepcoHanbHbIX  AaHHbIX,  3aWueHbl  oT
yTpathbl BOCTYMHOCTK c NMOMOLLIbIO
UCMOMb30BaHNS CUCTEM  aBTOMAaTMYECKOrO
KOHTpONS 3a UCNOMHEHNEM, NCMONb30BaHNEM
NnonesHbIX  MOLLUHOCTEM U OOCTYMHOCTM
BpEMEHMU.

The data storage devices used for personal
data processing are secured against

unauthorized use with the procedures for use
and configuration of IT infrastructure elements

(configuration management)./ YcTponcTtea
ANs XpaHeHus1 OaHHbIX, UCMornb3yemMble Ans
obpaboTkn nepcoHarbHbIX OaHHbIX,
3aLULLEHBI OT  HEeCaHKLWOHMPOBAHHOIO
Joctyna C MoMOLWbK  npouedyp  Ans

MCMNOMb30BaHNS U KOHUIypauum SremMeHToB
WHOPMALMOHHO-TEXHONOMMYECKOW
WHPaCTPYKTYpbI (ynpaeneHue
KOHdburypaumen).

The data storage devices intended for reuse
are secured against data disclosure to any
unauthorized person or IT system through the
application of secure data deletion methods./
YcTtponctea ans XpaHeHus JaHHbIX,
npegHasHayYeHHble ans NMOBTOPHOIO
MCMONb30BaHNs, 3allULLEeHbl OT PacKpbITUS
AaHHbIX NtoB6OMY HEeyrnoNIHOMOYEHHOMY NULY

unm NHOOPMALIMOHHO-TEXHOIOMMYECKOM
cucrteme c MOMOLLbHO NMPUMEHEeHNs
3aLLUMLLEHHbIX MEeTO0B YHUYTOXEHUS
AaHHbIX.

The data storage devices used for personal
data processing intended for elimination are
secured against reuse through permanent and
deliberate mechanical destruction./
YcTponctea ans XpaHeHus JaHHbIX,
ncnonb3yemMble ansa 0bpaboTku
nepcoHanbHbIX [AaHHbIX, MNpegHasHa4YeHHbIe
ANS YHUYTOXEHWS, 3aLluLLeHbl OT MOBTOPHOIO

MCNONb30BaHUA C MOMOLLbI MOCTOSIHHOW U
naHoOMEepPHON MeXaHUYeCcKon OeCTPYKUUN.
Data storage security.! Be3onacHocTb
XpaHeHUs1 AaHHbIX.

Personal data stored in databases is secured
against loss of integrity through the
application of consistency rules in terms of
semantics (definition of data type), in terms of
entities (definition of basic keys) and in terms
of reference (definition of foreign keys)./
MMepcoHanbHble AaHHble, XpaHsAwuecs B

Gasax [OaHHbIX, 3allulieHbl OT  yTpaThbl
LENnoCTHOCTM C  MOMOLLbIO  MPUMEHEHUS
nocrnegoBaTenbHbIX  MpaBun B 4acTu

TepMuHomnorum (onpegeneHne TMNoB AaHHbIX)
W B 4YacTuU CCbINOK (OnpeferneHne BHELUHUX
Knroyen).

Personal data is secured against loss of
accountability through application of solutions
that tie specific actions to a specific person or
IT  system./ lMepcoHanbHble  OaHHble
3aLLmLeHbl oT yTpaThbl yyeTa c
MCNONb30BaHMEM MEXaHU3MOB U peELLEeHUN,
KoTopble CBA3bIBAOT cneuundunyeckme
OencTBua C onpedeneHHbIM  ULOM UMK
WHPOPMaLNOHHO-TEXHOSOMMYECKO
CUCTEMON.

Security of network infrastructure./
Be3onacHocTb ceTeBOM
MHPACTPYKTYPbI.

Personal data is secured against loss of
confidentiality through application of secure
access authentication methods for people and

IT systems./ [lepcoHanbHble  OaHHblE
3alUMLLEHDbI OT yTpaTbl KOH(PUAEHUNANBHOCTH
nyTem NPUMEHEHUS MEeTOA0B

ayTeHTMduKaumm GesonacHoro gocrtyna ans
nogein N NHOOPMaLNOHHO-TEXHONOTNYECKNX
CUCTEM.

Personal data is secured against loss of
confidentiality and  availability  through
monitoring of correct functioning and use of
secure access authentication methods for
people and IT systems./ [lepcoHanbHble
AaHHble 3aLMLLEeHbl oT yTpaThbl
KOHMAEHUMANbHOCTM n AOCTYNMHOCTU
nocpeacTBOM  KOHTPOMs 3a MNpaBWibHbIM
bYHKUMOHUPOBAHNEM U UCTIONb30BaHNEM
MeTogoB  ayTeHTudumkauum  GesonacHoro
goctyna pgns nwogen un MHPOPMauNOHHO-
TEXHOIMOTMYECKUX CUCTEM.
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Elements of the network infrastructure used
for personal data processing (computers,
servers, network equipment) are secured
against access by unauthorized persons and
IT systems through secure access
authentication methods./ OnemeHTbl ceTeBon

WHppacTpyKTypbl, ncnonb3yemMble ans
obpaboTkn nepcoHarnbHbIX OaHHbIX
(komnblOTEpHI, cepBepbl, ceTeBoe
obopynoBaHMe) 3awmuieHbl  OT  gocTyna
HEeyMnoHOMOYEHHbIMU niuuamm unm
NHOPMaLMOHHO-TEXHOTOMMYECKUMM

cucreMamm NoCpeaCcTBOM METOOB

ayTeHTudukaumm 6esonacHoro gocryna.

Elements of the network infrastructure used
for personal data processing are secured
against access by unauthorized persons and
IT systems and against loss of availability
through monitoring of the validity of the
operating system and the installed software./

OnemeHTbI ceTeBon NHPACTPYKTYpHI,
ncnonb3yemble ans obpaboTku
NnepcoHanbHbIX  AaHHbIX, 3alulieHbl  oT

AOCTyNa HeYMONTHOMOYEHHbIMK NULAMN UK
MHAOPMALMOHHO-TEXHONOMMYECKUMMI
cuctemamm M OT  yTpaTbl  AOCTYMHOCTU
nocpeacTBOM  KOHTpPONsi 33  OEeNCTBUEM
onepaumoHHON CUCTEMbl M YCTaHOBIIEHHOIO
nporpaMmHoro obecneveHms.

Elements of the network infrastructure used
for personal data processing are secured
against access by unauthorized persons and
IT systems and against loss of availability with
use of such software as Firewall, Intrusion
Detection Systems, Intrusion Prevention
Systems, Anti DDOS./ 3nemeHTbl ceTeBOW
WHMPACTPYKTYPHI, ncnonb3yemble ans
obpaboTkn nepcoHarnbHbIX OaHHbIX,
3alUMLLEHbl OT AOCTyNa HEYNOMHOMOYEHHbIMU
niuamm " MHOPMALMOHHO-
TEXHONOrm4eCckmMMmm cuctemamm mn OT yTpaThbl
OOCTYMHOCTU C  WCMOMb30BaHMEM  TaKoOro
nporpaMmHoro obecneveHusi, kak ®Panpson,
Cnctembl  OBHapyXeHust  CeTeBbIX  aTak,
Cuctembl npenoTBpawleHnsi NPOHUKHOBEHUN,
AHTn DDOS.

Elements of the network infrastructure used
for personal data processing are secured
against loss of availability through the
application of replication, virtualization and
automated scaling procedures./ 3nemeHThbI
CETEBOM MHMPACTPYKTYpbl, UCNONb3yeMble
ansa  obpaboTkm nepcoHanbHbIX — OaHHbIX,

3awmiieHbl OT yTpaTtbl OOCTYNHOCTU nyTemM

NpUMeEHeHs cpeacTs BOCCO3[aHus,
BMPTyanusauum 1 aBTomMaTUYeckux npoueayp
OLIEHKMN.

Elements of the network infrastructure used
for personal data processing are secured
against loss of availability through the
application of automatic availability, load and

performance monitoring processes./
OnemeHThI ceTeBom NMHPACTPYKTYpbl,
ncnonb3yemble ans 0bpaboTku
NnepcoHanbHbIX  AaHHbIX, 3alUMLLiEeHbl  OT
yTpaThbl OOCTYMHOCTU NoCpeaCcTBOM
NPMMEHEHN  aBTOMAaTU4eCcKoro  AOCTyna,
MPOLLECCOB  KOHTPONS 3a  3arpy3kon U

KOHTpONS YHKLMOHMPOBAHMS.

Elements of the network infrastructure used
for personal data processing are secured
against loss of availability through the
application of backup power sources and

automatic power source switching
procedures./ OnemeHTbl ceTeBon
WHGPACTPYKTYPbI, ncnonb3yemble ans
06paboTkm nepcoHanbHbIX OaHHbIX,
3aLLmLeHbl OT  yTpaTbl  OOCTYMHOCTM
NnocpeacTBoOM npuMeHeHus pes3epBHbIX
WUCTOYHMKOB MNUTaHUA U  aBTOMaTU4eCKUX
npouenyp  KOMMYyTaUMW  3NEKTPOMUTaHUS.
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Annex 3 — List of GetResponse’s sub-
processrs

MpunoxeHune 3 — Cnncok cy6-npoLeccopoB
FetPecnons

GetResponse uses the support of its
subsidiaries, as well as external sub-contractors
to provide the Service. The sub-processors listed
below provide services supporting some of the
tools of the Service (webinars), hosting and
colocation, customer support, incident tracking,
troubleshooting, and services concerning
identifying and solving problems in the Service.

FeTPecnoH3 wucnonb3yeT noaaepXKy CBOMX
[OYEPHUX NpeanpuaThiA, a Tak Xe BHEeLLIHUX cyb-
noapsauYMKoB Ans  okasaHusa Ycnym. Cy6-
NPOLIECCOpPbI, YyKa3aHHblE HUXe, OKa3blBaloT
ycnyru noaaepKaHust HEeKOTOPbIX MHCTPYMEHTOB

Yenyrm  (BeBuHapbl), ycnyru  XOCTMHra U
Kornokaumm, KMMEHTCKYHO NOAAEPXKKY,
OTCNEeXMBaHWe WHUWOEHTOB, BbIABNEHWE U

yCTpaHeHne npobnem, u ycrnyru B OTHOLLUEHWUU
naeHTMdUKaLnmn n peleHmsa npobnem B Ycnyre.

Name of sub-processor

Corporate location/ KopnopatuBHoe
MeCTOHaxoXxaeHue

ArtNet Sp. z o0.0.

Poland/ MNonbwa

ClickMeeting Sp. z o.0.

Poland/ MonbLwa

OVH

France Poland/ ®paHuus MNonblia

Mchost

Russian Federation/ Poccurickaa ®egepauus
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